P-662HW EE

802.11g+ 6ecnposoonoii mooem ADSL2+ ¢
YCUTIEHHBIMU PYHKYUAMU De30nachocmu u 4-
HOPMOGHIM KOMMYMAmopom

Kpamkoe pyxoeoocmeo

Bepcus 3.40
Asryct 2004



KpaTkoe pykosoactso P-662HW EE

CopepxaHue

1 3HakomMmcTBO C MOOEMOM

P-662HW - 3710 naeanbHbIil MOTHO(YHKIIMOHAIBHBIA MOJEM JUIS TOJKITIOUCHUS
HeOOBIINX JIOKAIBHBIX ceTeil k uTepuery no texHomornu ADSL (Asymmetric Digital
Subscriber Line - acummeTpudnas nudposast aboHeHTCKast TuHMs ). DYHKIMOHATBHBIE
BO3MOXHOCTH P-662HW BrimouaroT Tpancisanuio ceteBbix anpecos (NAT),
obecneyenue 6e3onacHoct 6ecnpoBoansix JIBC mo crangapty 802.1x, 3aniumieHHbII
noctyn ro uarepdeiicy Wi-Fi (WPA), ynpasienne mpoIryCKHOH CIIOCOOHOCTBIO KaHaa
CBsI3U, OpaHMay3p U IIPOBEPKY Ha Haju4uue BUPYCcoB. CM TexHuueckoe pykosoocmeo
UL TIOJTydeHust OoJiee OJTHOM MH(pOpPMaNUK [0 BCEM XapaKTepUCTUKAM YCTPOHCTBA.

VY Bac n0JpKHA OBITh YK€ HACTPOCHA YUeTHasl 3alUCh IS OAKIIOYEHHS K CeTH
WuTepHeT, a Takxke BbI JOJDKHBI 001a71aTh chenyoueid nHhopMaLuen.

WH®OPMALMSA OB YYETHOW 3ANUCU UHTEPHET

IP-agpec Baluero yctpoicTea B rnobanbHol ceTu (ecnu ecTb):

IP-agpec cepepa DNS (ecnu ectb): OcHOBHOW

[ononHuTenbHbIN

WpeHTudukaTop BupTyansHoro nytu (VPI):

WpeHTudmkaTop BupTyansHoro kaHana (VCI):

MynbTunnekcvupoBaHue (Ha 6ase VC Ove OLLc
(BUpTyanbHbI KaHan) unu Ha 6ase LLC
(ynpaBneHne normyeckum CoefuHeHnem)):

WHkancynauusi: (BbiGepuTe oaMH U3 BapuaHTOB BHU3Y)

O RFC 1483
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WH®OPMALMSA OB YYETHOW 3ANUCU UHTEPHET

O ENETENCAP IP-agpec wnto3a nHkancynauuu Ethernet:
QO PPPoA Mmsa nonb3oBatens: Mapone:
QO PPPoE Nwms cnyx6ebi:

Mmsa nonebsosaTens: Maponk:

2 AnnapaTtHble cpeactea

2.1 Pasbembl Ha 3agHen naHenu

Puc. 1 Pasbembl Ha 3agHen naHenu mogema

Ta6bn. 1 OnucaHue 3agHen naHenu

OBO3HAYEHUE OMUCAHUE
1. DSL MopgxntounTe Kk TenedoHHON po3eTke, UCMONb3ys TenedoHHbIN
kabenb, BXOASALWMIA B KOMMNIEKT.
2. LAN MoakntounTe KOMMNbIOTEP/BHELLHWI KOHLIEHTPATOP, UCMONb3yst
1/DMZ..4 kabenb Ethernet.
3. POWER [MoaKnoYNTE UCTOYHMK ANEKTPONUTAHUSA C UCNOSIb30BaHNEM
12V DC BXOASLLEro B KOMMNMEKT CeTeBoro agantepa B COOTBETCTBUN CO

CTaHO4apTOM CeTel 3NeKTPonuUTaHusi Ballero pervoHa (cm
TexHu4eckoe pykogodcmeo).
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Ta6bn. 1 OnucaHue 3agHen naHenu

OBO3HAYEHUE OMNCAHME

[Nocne Toro, Kak Bbl BbINONHUMNN BCE NOAKIIOYEHUS], BKIMOUNTE CETEBOW ajanTtep B CETb
ANEeKTPONUTaHNUA U HaXXMUTE KHOMKY NUTaHUA O54 BKIOYeHUAa moaema.

Ceetoavon PWR/SYS muraeT, noka BbINOMHAETCA TECTUPOBAHWE CUCTEMBI, @ 3aTEM
OyaeT ropeTb NOCTOSIHHO, eCnu TeCTUpOBaHue npouno ycnewHo. Ceetognog LAN
rOpWT, €CINN NOPT FTOKanbHOW CETU NPaBUIIbHO MOAKITIOYEH.

Mepekntovatens | MoakntovaiiTe 3TOT NOPT TONBKO Afst KOHUIYPUPOBaHUSE Mofema C
CON/AUX lMopt MCMONb30BaHNEM CUCTEMHON koHcomnu (SMT - System Management
CON/AUX Terminal) Yepes KOHCONbHBIA NOPT, CM TexHU4Yeckoe pyKoBOACTBO
Onsi nonyyYeHns nogpobHom nHpopmaumn.

YcTaHoBuWTE 3TOT Nepekntoyartens B nonoxeHne CON ans
ncnonb3oBaHua nopta CON/AUX B kayecTBe KOHCOMbHOMO nopTa
0151 NIoKanbHOro KOHUIypUpoBaHMs U yrpaBrieHns1 yCTPONCTBOM.
MopaxnounTe 0AMH KOHeL, KOHCOMbHOro kaberns ¢ pasbemom RJ-45
K KOHCONbHOMY MOPTY MOAEMA, @ APYroi KOoHel, - K
nocneposatensHomy nopty (COM1, COM2 unu gpyromy COM-
nopTy) BaLlero komnbloTepa. Ha Bawem koMnbioTepe A0mKHa ObiTb
yCTaHOBIEeHa KOMMYHVKaLMOHHasi nporpamma aMynsauum
TepMuHana (Takas kak nporpamma HyperTerminal) ¢ yctaHoBkamu:
amynsumsa TepmuHana VT100, 6e3 koHTpons yeTHOCTH, 8 BuTOB
OaHHbIX, 1 cTon-6uT, 6e3 ynpaBneHusi NMOTOKOM 1 CKOPOCTb nopTa
9600 6uT/c.

KoHconbHbIV NOPT SiBAsieTCA Takke A0NOnHUTENbHbIM noptom WAN
(Wide-Area Network - rnobanbHas ceTb). YcTtaHoBUTE
nepekntoyatens CON/AUX B nonoxeHne AUX, noakntounTte nopt
CON/AUX k mogemMy unu TepMmmvHanbHOMy agantepy.

RESET 3Ty KHOMKY cnefyeT Ucnonb3oBaTh TOMbKO, ECMW Bbl 3a0binu
naposnb Ans Mogema. OTa KHOMKa BO3BpaLLaeT HacTPONku moaemMa
K 3aBOACKMM HacTpoKrkam no ymonyanuto (napons - 1234, IP-agpec
B NokanbHou cetun - 192.168.1.1 n 1. 4.); cM TexHuyeckoe
pykogodcmeo Ansi nonyyYeHust noapobHon nHgopmaumm).
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2.2 CBetogmoabl Ha NnepegHen NaHenwu

Puc.2 MNepeaHsas naHenb
O6patuTech K clieayolei Tadaume st HoAPOOHOTO OMMCAHUSI CBETOMOIOB.

Ta6n.2 OnucaHue cBeTOAUOOOB Ha NepeaHen NaHenu

CBETOOMOAO LUBET CTATYC OMUCAHUE
PWR/SYS 3eneHbin Foput SnekTponuTaHve nogaeTcs, U MogeM
PYHKLMOHUPYET B HOPMAIbHOM peXUMe.
Mvraet Mpet nepesarpyska mogema.
KpacHbin loput HanpspkeHne anekTponutaHus,
nogaBaemMoe Ha MOAEM, CIULLKOM
HU3Koe.
Muraet AnekTponuTaHue nogaetcs, Ho Moaem

paboTaeT HenpaBubHO.

He roput Cuctema He rotoBa unu cyLlecTsyeT

HeuncnpaBHOCTb.

LAN 1/DMZ-4 | 3eneHblit oput Mopaem umeet coegmHeHune Ethernet Ha
ckopoctu 10 M6éut/c.

Mwuraet Moaem nockinaet/npuHMMaeT AaHHbIe.

Kentbin Foput Mopaem umeet coeamHeHune Ethernet Ha

ckopocTtu 100 M6uTt/c.

Muvraet Mopgem nocunaeT/anHmmaeT OaHHble.

He roput JlokanbHas ceTb He NoAKMYeHa.
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Ta6n.2 OnucaHne cBETOAUOAOB Ha NepeaHen NaHenum

CBETOAMONO LUBET CTATYC OMNUCAHUE

WLAN 3eneHbin oput Moaem HaxoanTcst B COCTOSIHUM
rOTOBHOCTM, HO HE NOCbINaeT/NpUHNMaeT
haHHble no 6ecnposogHoin JIBC.

Mwuraet Mogaem noceinaet/npuHuMaeT AaHHble
no 6ecnposogHou JIBC.

He roput BecnposogHas JIBC He roToBa nnm
CYLLECTBYET HEUCNPABHOCTb.

DSL/ACT 3eneHbii BeicTpo Mopem noceinaet/npuHumaeT He PPP-
Muraet AaHHble ( Point-to-Point Protocol -
npoToKon "Toyka-Touka").

MepgneHHo Mopgem HaxoguTcst B pexvive

Muraet MHUUManu3auumn nuHnm DSL.
Foput Cucrema HaxoamuTCs B COCTOSIHUM
rOTOBHOCTW, HO HE MocbInaeT/npuHUMaeT
PPP-aaHHble.
XKentbin loput Mopknioyerwne k cepeepy PPPoE (Point-

to-Point Protocol over Ethernet -
MpoTokon "Toyka-Touka" yepes Ethernet)
YCTaHOBIEHO.

Muraet Mogaem noceinaet/npuHmumaeTt PPP-
OaHHble.

He roput KaHan DSL He paboTaer.

CON/AUX 3eneHbin Foput Mepekntoyatens CON/AUX yctaHoBnEH
B nonoxeHne CON, nopt CON/AUX
NOAKIIOYEH K ynpaBnsiowemMy
KOMMbIOTEPY, U Nofb3oBaTerb
3apeructpupoBaH B Mogem.

OpaHxeBbii | [oput Mepekmtoyatens CON/AUX yctaHoBneEH
B nonoxeHve AUX, nopt CON/AUX
NOAKITHYEH K ceTU MIHTepHET Yepe3
MOoAEeM Mo KOMMYTUPYeMon TenedOHHON
NMHUN.
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Ta6n.2 OnucaHne cBETOAUOAOB Ha NepeaHen NaHenum

CBETOAMONO LUBET CTATYC OMNUCAHUE

Mwuraet Mepekntovatens CON/AUX yctaHoBneH
B nonoxeHve AUX, nopt CON/AUX
nocbinaeT un NPUHUMaeT AaHHbIE Yepes
MoAeM No KOMMYTUpyemMon TenedOHHON
TNIMHUW N TePMUHanbHBIA aganTep
ISDN.

He roput Kanan CON/AUX He roToB unu
CYLLECTBYET HEUCMPABHOCTb.

3 Hactponka goctyna B IHTepHeT C
ncnosnb3oBaHnem Zero Configration

Bb1 MOkeTe IeTKO HACTPOUTH AOCTYI B MIHTEpHET NMpH MOMOIIH UCIIONIb30BaHHS
cpenctBa Zero Configuration Monem. [IpocTto moakiarounte koMibsioTep kK Mogem u
nofKIIoYaiTech k HTEpHETY 63 H3MEHEHHS CETEBBIX HACTPOEK KOMITBIOTEpa (TaKMUX
kak [P-agpec u Macka nozacerTn).

Step 1.

Step 2.

Step 3.

[Monxmrounte 060pyOBaHKE U BKIIOYHTE MUTaHUEe Ha MoaeM (cM paszmern
Pasvemer na 3a0neii nanenm).

ITonoxaute, noka ceeroanox DSL/ACT craner ropeth HOCTOSIHHO.
3amyctute Web-Opaysep u nepelinute Ha o060t web-caifT (Hanpumep,
www.zyxel.com). Moziem aBTOMaTH4eCKH ONPEEIIUT U CKOHOUTYpUpyeT
MoJKIIIoYeHUe K MIHTepHeTy. DTO MOXKET 3aHATh OKOJIO IBYX MHHYT.

Ecnu Banie coenunenue tuna PPPoE unu PPPoA, Ha skpane nosiButcs
MpUrjameHue Juis BBOAa UMEHH I0JIb30BaTElIs Balllel yUeTHOH 3aIicu
WuTepHet w/nnu naposns. Beenute uMs mosabp30BaTesist, Tapoiib U/ iiH
HAaNMEHOBaHHE CIIy>KObl TOYHO B COOTBETCTBUH C AaHHBIMH,
MpeaoCTaBICHHBIMY BauM MHTepHeT-npoBaiinepom. llenkuure Apply
(IIpumMeHHTBD).
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oaif PMPaE Ingin WSerRaiid A password &6 Wiond.

Erlliy e systom paseword and ueer nams and pastword esactly a¢ yoiin 159 aesigned them,

Appty

Step 4. Teneps BB TOMKHBI HIMETH AOCTYH B MHTepHET. B mpoTHBHOM ciydae,
CleyHTe SKPaHHBIM HHCTPYKIUSM AT Pa3peIeHus IpoOIeMbl
(mpobnem). st koHGHUTYprpoBaHUS MoaeM BpYUHYIO ISl TOAKITIOUECHHS
k MHTEepHETY M HCTIOIB30BaHUS JOTIOJHATEIBHBIX HACTPOEK, CM JlaJiee 3TO
PYKOBOJCTBO Wi Texnuueckoe pykosoocmeo.

4 YctaHoBka IP-agpeca Bawiero
KOMnMbloTepa

Ecnu Ball KOMNbIOTEP YK€ HACTPOEH Ha norny4veHue
AnHamuyeckoro IP-agpeca (Takasi HacCTpoWKa ycTaHOBNEHa no
YMOMYaHUio B 60MbLUMHCTBE HOBbIX KOMMBLIOTEPOB) UMK UMEET

cTaTuyeckui yacTtHbin IP-agpec, nponycTute aTOT paspen.

Monem yxe HacTpoeH Ui HazHaueHus [P-agpeca Bamemy kommnbrotepy. Mcnonb3yiite
3TOT pa3zien Ul HACTPOMKH Balllero KOMIIbIOTEpa Ha nonydenue [P-agpeca unmn
Ha3HAYbTE €My MOCTOSHHBIN [P-anpec B auanaszone ot 192.168.1.2 mo 192.168.1.254 ¢
Mackoi mozacetn 255.255.255.0. Heobxonumo yOequThCs, YTO Balll KOMITBIOTEP MOKET
TIOJIJIeP>KUBATH CBSI3b ¢ MozeMm.

Bam xommbioTep noikeH ObITh ocHaIeH kapToi Ethernet, a Takxke Ha HeM HOIDKEH
ObiTh ycranosieH nporokos TCP/IP. ITpotokon TCP/IP 00b1uHO yXe ycTaHOBIEH Ha
KOMITbIOTEpax ¢ oneparuonHoii cuctemort Windows NT/2000/XP, Macintosh OS 7 u
Oosiee MO3AHUMHU BEPCHUSIMU.

4.1 Windows 95/98/Me

1. WenkHute Start (Myck), Settings (HacTtponku), Control Panel (MaHenb
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ynpaBneHus) u aeaxabl WwenkHute Ha nkoHke Network (CeTb), 4ToGbI

oTKpbITb OKHO Network (CeTb).

Ha 3aknagke Configuration (KoHdurypauus) okHa Network (CeTb)
oTobpakaeTcsi CNMCOK YCTaHOBIEHHbIX KOMMOHEHTOB. Bam noTpebytoTcs
KOMMOHeHTbI: network adapter (ceteBon agantep), TCP/IP protocol
(npotokon TCP/IP) u Client for Microsoft Networks (KnueHT ansa ceten

Microsoft).

Ha saknagke Configuration
(KoHdpurypauums) okHa Network (CeTb),
BblgenuTe 3anuck ¢ npotokonom TCP/IP
ANS Ballero agantepa u LWenkHuTe
Properties (CBoucTBa).

LLlenkHuTe no 3aknagke IP-agpec.

-Ecnu BbI pelumnu ncnonb3oBatb
OnHamunyeckuin IP-agpec, Bbibepute
Obtain an IP address automatically
(MonyunTtb IP-appec aBTOMaTU4ECKN).

-Ecnu y Bac ctatnyeckun IP-agpec,
BblbepuTe Specify an IP address
(YcraHoBuTb IP-agpec) u BBegute
nanHble B nons IP Address (IP-agpec) n
Subnet Mask (Macka noacetn).

T 2=

Certiuaton: | kjentiicion | fcesst Cont |

P |

s |

[Provaaiy Matmial, | ogory
[l e bhcrirscit Paatres =]

[l e Pt Shirg)

Dasesphion

Tm-nm.mmuwuhhww
el arr recbreces,

=] _cmen |

TCPAR Properties E1E|

B | Abewced | Hemis |
DS Conbguention | Gabeway | WIS Confgention 1P Bk

M?m:mumuu'ﬂhhm
H jonr rsbvech. o rd sbcmshe e satsgn I scidsisar

mmmhntﬂmdhmln
B s bk

& ttan an P skt macmate s
1 Sy an P adidieia

=B B A
i

F Dot correcton o et meda

o ] _cme |
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WenkHnTe no saknagke DNS 1CPAF Propeies Hx|

Configuration (KoHdurypauus DNS). Brdegn | Aderced | WeBNS |
D5 Confguratier: | Gatemay | WG Confgunsion | IF Addbest

-Ecnu Bbl He o6nagaeTe nHdopmaumen = Ejuabie 05

no DNS, Bei6epute Disable DNS 1 Crable NG

(OTknounTb DNS). I I

-Ecnu Bbl 06nagaete nHgopmaunen no
DNS, Bbibepute Enable DNS

]
(Bknrountb DNS) 1 BBEguTe |

MHOPMaLMIO B MOSSA, PACMONOXEHHbIE
HUXe (3anonHeHne Bcex nornen MoXeT He

notpeboBaTbcs). — |
|
o ] o

LWenknuTe no saknagke Gateway TOFAP Popaniis 2=

(LWnto3). Brdegn | Adwrced | NeBNS |

DI Confguater, Gty | WING Confguastion | P Addvess |

-Ecnn Bbl He 3HaeTe IP-agpec wnio3a, _— — S

yAanvuTte paHee yCTaHOBIEHHbIE LUMIO3bI. T kg cacer i s kst el g ot i bk B
Puschare: we s
-Ecnu Bbl 3HaeTe IP-agpec wnio3a,
BBEAUTE ero B none New gateway S
(HoBbin wnto3) u wenkHnte Add D |
(dob6aBuTb).
[rustabed atwenagt

o ] _omw |

LenkHnTe OK, 4TOObI COXpaHUTL HACTPOWKK U 3akpbiTb okHO TCP/IP Properties
(CoiuctBa TCP/IP).

LenkHute OK, 4T06bI 3akpbiTh 0kHO Network (CeTb). MNpu nosiBneHun 3anpoca
BCTaBbTe kKoMnakT guck Windows.

Bkntounte Mogem u npu nosiBneHun 3anpoca nepesarpysmte KomnbroTep.

MpoBepka |IP-agpeca Bawero komnbtotepa

10
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LLenkHuTe Start (Myck) n 3atem Run (BbinonHuUTh).

B okHe Run (3anyck nporpammsl), BBeaute "winipcfg", 3atem wenkHnte OK,
4yT06bI OTKPLITL OKHO IP Configuration (KoHdurypauus IP).

BbibepuTe Bal ceTeBor agantep. Bbl JomkHbl yBuaeTh IP-agpec Bawero
KOMMbOTEPa, Macky NOACETU U LLMIO3 MO YMOMNYaHUIo.

4.2 Windows 2000/NT/XP

1.

B onepauuonHor cpege Windows XP, wenkHute Start (Myck), Control Panel
(NaHenb ynpaBneHus). B onepaumnorHon cpege Windows 2000/NT, wenkHuTe
Start (Myck), Settings (HacTpoiiku), Control Panel (MaHenb ynpaBnexHus).

B Windows XP, wenkHute Network Connections (CeTeBble noaknio4YeHus).

B Windows 2000/NT, wenkHuTe Network (CeTb) u Dial-up Connections
(YpaneHHbI gocTyn).

LLlenkHuTe npaBow kHomnkow Mblwn Local Area Connection (MoakntoyeHue no
rioKanbHOW CeTu), B KOHTEKCTHOM MeHIo BbibepuTe Properties (CBoncTBa).

Beigenute Internet Protocol TCP/IP (MpoTokon UHTepHeT TCP/IP) (Ha 3aknagke
General (O6wwme) B Win XP) n wenkHnte no kHornke Properties (CBomcTBa).

11
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OTkpoeTcs okHo Internet Protocol
TCPI/IP Properties (CBoicTBa [T prre———
npotokona UHutepHeTta TCP/IP) s g B

sy

(3aknagka General (O6wume) B Windows e :
XP).

4 g roveat oy § prid sl L1
L b i e e

© Dt e P aibers miboee oy

i iy ' it

- YT06bl Ha3Ha4MTL BaLleMy KOMMboTepy
OvHamunyeckun IP-agpec, WwenkHnte
Obtain an IP address automatically
(Monyuutb IP-agpec aBTOMaTHyeCckm).

o Otige [ serew sciiwns st ol
Ecnu BbI 3HaeTe IP-agpec(a) Bawero U S Srlomsrg AR s ke
cepsepa DNS, BBegute ero (1x) B none
(nons) Preferred DNS server
(MpeanounTtaembin cepsep DNS) n/nnn
Alternate DNS server
(AnbTepHaTUBHbIW cepBep DNS). 2| [ coe

-[ins KoHpUrypnpoBaHnst cTaTU4ecKoro
IP-appeca, wenkHute Use the following
IP Address (Ucnonb3oBaTb
cneaywowun IP-agpec) v 3anonHute
nons: IP address (IP-appec) (BbiGepute
13 ananasoHa ot 192.168.1.2 oo
192.168.1.254), Subnet mask (Macka
noaceTtwn) (255.255.255.0) n Default
gateway (LLnto3 no ymonyaHuto)
(192.168.1.1).

3atem BBeguTe IP-agpec(a) cepsepa DNS B none (nonsi) Preferred DNS server
(MpeanounTtaemsbliin cepBep DNS) u/unu Alternate DNS server
(AnbTepHaTUBHbIW cepBep DNS).

Ecnwn y Bac 6onee aByx cepepoB DNS, wenkHute kHonky Advanced
(dononHuTenbHO), 3aknaaky DNS v 3aTem yctaHoBUTE KOHUIypaumio,
ucronb3ys kHonky Add (lo6aBuTb).

LenkHuTe no kHonke Advanced Rérancnd FLP/P Sottims
(dononHutenbHo). Ha 3aknagke IP F o [Dis | Wt | Deters
Settings (HacTpowiku IP) yoanute Bce ke

paHee yCTaHOBIEHHbIE LLMIO3bl U F b ST

wenkHute OK ans Bo3spaTa K OkHy
Internet Protocol TCP/IP Properties
(CoiuicTBa npotokona UHTepHeT
TCPI/IP). ot s

12
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7. LWenkHuTe no kHornke OK, 4ToObl 3aKpbITh
okHo Internet Protocol TCP/IP
Properties (CBoiicTBa npoTokona
WHTepHeTa TCP/IP).

8. LenkHuTe no kHonke OK, 4TO6bI 3aKpbITh
okHo Local Area Connection Properties
(CBoiicTBa noakno4eHUs no
noKanbHOW ceTn).

4.3 NpoBepka/O6HoBNEeHne IP-agpeca Bawero
KOMMblOTEpA

1. LenkHuTe Start (Myck), (All) Programs ((Bce) Mporpammei), Accessories
(CtaHpapTHbie) 1 3aTem Command Prompt (KomangHas cTpoka).

2. B okHe Command Prompt (KomanaHas cTpoka), BBeaunte komaHay "ipconfig" u
3aTeM HaxmuTe knasuwy ENTER, uto6bl npoBepuTh, 4To IP-agpec Baluero
KOMMblOTEPa HAaXo4WTCH B COOTBETCTBYOLEM AnanasoHe (o1 192.168.1.2 oo
192.168.1.254) c mackoi noacetn 255.255.255.0. 310 saBNsieTcs HEO6XOAMMBIM
ycroBveM Ans nogaepxaHus cesasun ¢ Moaem.

CM Texnuueckoe pykogoocmeo Ui ONyYeHHs TOAPOOHOH HHPOPMAIIHH 110
KoH(purypuposanuto IP-anpeca B KOMIbloTepax, paboTaroMuX MOA APYTHMH
onepannoHHbpIME crictemaMu Windows u Macintosh.

4.4 TectTupoBaHue coeAUHEHUA C MOAEMOM

1. UWenkHute Start (Myck), (All) Programs ((Bce) NMporpammel), Accessories
(CranpaptHble) 1 3aTem Command Prompt (KomangHas cTpoka).

2. B okHe Command Prompt (KomaHgHas cTtpoka), BBeaute komaHay "ping", 3atem
npo6en u IP-agpec Mogem (192.168.1.1 no ymonyaHuio).

3. Haxwmute knaBuwy ENTER, nosiButcsa cnegytoLlee okHo.

13
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C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=10ms TTL=254
Reply from 192.168.1.1: bytes=32 time<lOms TTL=254
Reply from 192.168.1.1: bytes=32 time<lOms TTL=254
Reply from 192.168.1.1: bytes=32 time<lOms TTL=254

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = 10ms, Average = 2ms

Teneps Balll KOMIBIOTEP MOXKET HOAJCPAKUBATH CBA3b ¢ MoaeMm uepes nopt LAN.

5 KoHdurypmposaHne Mogem

HaHHbIl YcKkopeHHbIlU 8800HbIU KypC onuckbigeaem TONbKo
ucnonb3oBaHue Web-koHdurypatopa. Cm TexHu4eckoe
Pykoeodcmeo Ans nony4YeHus uHcgopmalum no Bcem
xapaktepuctukam Mopgem n KOHPMIypMpoBaHMIO C MOMOLLLIO
SMT (System Management Terminal - CucrtemHasi KOHCONb).

5.1 Opranmsauusa goctyna kK Mogem ¢ ncnonb3oBaHmem
Web-koHdurypaTtopa

Step 1.  3amycrure Web-6paysep. Beeaute aapec "192.168.1.1" B none aapeca
web-caiira.

J File Edit ‘“iew Favorites Tools  Help Mone agpeca web-canTta.

J 4=Fack = = - @ tat | @Search @Mistory ||:é. =] -

|address | 192.168.1.1

Puc. 3 BBegeHue B 6pay3epe Internet Explorer IP-agpeca Mogem B
NnokanbHOW ceTu
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Step 2.  Tloseasercs okno. Beenure mapons ("1234" no ymonuanuio). enkuute
1o kHonke Login (Perucrpanms) A nepexona K OKHy, Iie IIpeyiaraercs
cMeHuTh napoiib. llenkuute no kHonke Cancel (OTMEHUTH), YTOOBI
COXPAHHUTh NMAapoJIb M0 YMOIYaHUIO

Prestige 662HW-51
Enter Password and chick Login,
Maponb no
Passward: E YMOM4YaHUIO.

i.ogin I Cancal

Puc. 4 Web-koHdurypaTop: OkHOo BBoga napons

Step 3.  HacrosTenbHo pekoMeHIyeTCss CMEHUTH NIApOJIh 110 yMosTuanuto! Beenute
HOBBIH 1TapOJTb, BBEAUTE €TI0 MMOBTOPHO JUIS TTOATBEPKACHHS U 3aTEM
menkuure 1o kaonke Apply (IlpumeHuTs); eciiu Bbl HE XOTUTE B
HACTOSILIMI MOMEHT MEHATH apoJlb, IIEIKHUTE 10 KHOIKe Ignore
(MrHopupoBaTh) /Ul IEpEeX0/a K IJTaBHOMY MEHIO.

Use this screen to change the password,

W recommimend that you personalize the system administrator
passwond by changing it to something besides the default '1234'

The adrministrator password should must be between 1 - 30
characters.

Mew Passward: |
Ratype to Confirm: [

o

Step 4. Teneps BB HOmKHB BHAETs 0KHO Web-konduryparopa Site Map (Kapta
caiita).

»  Ilenkuute no ccoutke Wizard Setup (Mactep yCTaHOBKH) TSl 3aMyCKa
MacTepa, KOTOPbIi IpeyIaraeT CepHIo OKOH JUisi KOHGuUrypupoBanus Moaem
TIPY TIEPBOM HCIIOTHb30BAHHN.

15
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»  Ulenkuure no ccouike Advanced Setup (onoHuTeIbHAS HACTPOiiKA) LIS
KOH(UTYPHPOBaHHS PacIINPEHHBIX BOSMOXKHOCTEH Mojem.

»  llenkuure no cceuike Maintenance (O0cay:KUBaHue) 715 IPOCMOTPA
CTaTHCTHKU QyHKIMOHUpPOBaHUsT MojeM, 3arpy3Ku BCTPOSHHOTO
MPOrPaMMHOT0 00ECIICUEHHs M CPEICTBA PE3EPBHOTO KOMMMPOBAHUS U
BOCCTaHOBJICHHUS cucTeMbl (back up), a TakyKe BOCCTAHOBJICHHS HJIH 3arpy3KH
(aiina KoHpHUTYpaIHH.

» st 3aBepiuenust ceanca yrnpasieHus Mogem mienkuaute Logout (Konen
ceanca) Ha na"enu Navigation panel (I[Tanens HaBuramum).

GITE Mar HELF

‘.:.lln.l'mp/ MACTEP YCTAHOBKM Caiingh m'"@:"h =

Winw Setiup

| Maintunancs |
Copmecion Sep Passwird Syrian Simmy
By (lavadpacth Mgl AN
(£
Wirakaes LA
MaHenb o
HaBurauum HAT
s DS
Tima DERE

el

KOHEL COvaT T

Covelivsl Accusy Confrof
Anp Virus

W

Hpph Mg
Lt

Logy

e FLwnthaa o R

Puc. 5 Web-koHdurypartop: OkHo "KapTa canta”

Mopgem aBTOMaTU4eCKM OTKIIOYaeTCA nocre NATU MUHYT
6e3penctBus. Ecnu ato cnyuunochb, 3aperucTpupymrechb B
Mopaewm euie pas.

5.2 O0wme 3KpaHHbIe KOMaHAOHbIE KHOMKU

B crienytomeii Tabnuiie onucansl 001IHe KOMaHAHbIE KHOIIKH, BCTPEYaOIecs B
OonpmmHCTBE OKOH Web-koH(puryparopa.

Back (Hasap) LLlenkHnte Back (Hasap) ons Bo3spara k npegbiayLuemy
3KpaHy.
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Apply LenkHute Apply (MpumMeHUTB) ANs COXpaHEeHUs USMEHEHWI B

(MpumeHnTb) HacTpoiikax Mogem.

Reset/Cancel LLlenkHuTte Reset (C6poc) unu Cancel (OTmeHnTb) Ans

(Cbpoc/OTmeHnTL) | BO3BpaTa K KOHPUIYPUPOBAHUIO B TEKYLLIEM OKHE C CaMOoro
Havana.

5.3 Hactpouka poctyna B UHTEpHeT C UCNOSIb30BaHMEM
MacTepa ycTaHOBKU

J1st KoH(HUTypHpOBaHUsL BalLIeil CHCTEMBI st 10CTyIa B VIHTEpHET BOCIOJIB3yHTECh
MacTepoM yCTaHOBKH U 3al0JIHUTE HH(OpMaIMOHHbIE oIS B Tabnuue Hupopmayus
00 yuemnou 3anucu MuTepHer. Bam VHTepHET-IpOBaiiep MOXKET Ipe0CTaBUTh
nHGOPMALMIO IS 3aII0THEHHSI HEKOTOPBIX 10JIeil B OkHax MacTepa yCTaHOBKH.

Step 1. B okue Site Map (Kapra caiiTa) menxuute 1o cchiiike Wizard Setup
(MacTep ycTaHOBKH) 111 OTOOpayKeHHS TIEPBOTO OKHA MacTepa.

17
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Ecnun Baw nposangep paspeluaet

. 5 o] ; c
Conpection Setp- I5F Pammeters for Internat Aocass MHOXECTBEHHbI [OCTYN KOMMbIOTEPOB

n HOW y4eTHoW 3anucu VIHTepHeT
Mode Fouting = © OAHOM yHETHOM 3anuc €pHer,
y BblbepuTe 13 BbiNagaroLero cnncka nons
- Mode (Pexum) napameTtp Routing
Encapsulation EMET EMCAP =

(MapwpyTusaums) (yctaHoBEH No
Multiplex — ymonanmm)._B Apyrom cnyyae
Bblbepute Bridge (Mocr).
Wirtwal Circuit 1 .
" F Bbi6epuTe TMN HKancynauum, KOTOpbI/
ucnonbayeT Baw WHTepHeT-npoBanaep,
13 BbiNafaroLLero cnucka nons
Encapsulation (UHkancynsauus).
BapuaHTbl B cnncke M3MeHsII0TCS B
3aBMCKMOCTM OT TOrO, KaKoi pexum
Mot
yctaHoBneH B none Mode (Pexum).

Wl 35

Puc. 6 floctyn B UHTepHeT: MacTep  Bbibepute meton §
yCTaHOBKM OKHO 1 MYynbTUNNIEKCUPOBAHUA, KOTOPbIU
’ ucnonb3yet Baw VHTepHeT-npoBanaep,

13 BbinagatoLero cnucka nons Multiplex
(MynbTunnekcupoBaHue).

Beeaute B nonsx VPl u VCI
COOTBETCTBYIOLLME HOMEpa
naeHTUdKKaTopa BUPTYanbHOro nyTu
(VPI) n ngeHtudukaropa BUpTyansHOro
kaHana (VCI), npegocTaBneHHble BaLlIMM
MHTepHeT-npoBanaepomM. 311 nons
MOTYT ObITb YyXXe YCTaHOBMEHbI.

LWenkHute Next (Danee).

Step 2. Conep:xanue BTOporo okaa MacTepa yCTaHOBKH M3MEHSAETCS B
3aBUCHUMOCTH OT TOT'0, KAKOH Bbl YCTAHOBHIIM PEXXUM U TUIl UHKATICYJISILIUU.
Bo Bcex mpezacTaBleHHBIX SKPaHHBIX OKHAX UCIIOJIB3YETCS PEKUM
MapLIpyTU3auyy. 3ar0JHUTE MOJIS U IEJIKHUTE AT poxopkeHus Next

(Hanee).
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Campection Selig- I5P Pammeders for Interned Acoess

Barade Mams
aer Hame

Fasswond

P B dress

Conmection

fany

[Crangeme

=

OibtEn an I Address Aulomahcally

™ Stat IP Address

& Lo on Demand. Mas idle Timeaut [0 a8E

Malad-Up

Hatwnak Address Translatios

U Dy =

[Ea] o]

Puc. 7 NopgkntoyeHne k UHTEepHeT €
ncnonb3oBaHuem npotokona PPPoE

Ecnu Baw NHTepHeT-npoBariaep
npefocTaBnseT uMs nposaiaepa
ycnyr PPPoE, BeBeguTe ero B
none Service Name (Ums

ycnyrm).

BBeauTe ums nonb3oBaTtens u
naposb MoYHO mak, Kak
Ha3HayeHo Bawum NHTepHeT-
nposangepom.

-Ecnu BbI pelunnu ucnonb3oaTb
OuHamunyeckuin IP-agpec,
BblbepuTe Obtain an IP address
automatically (MonyuuTs IP-
apgpec aBToMaTUyecku); B
apyrom cnyyae Bbibepute Static
IP Address (CtaTtnyeckun IP-
appec) v BBeguTe IP-agpec,
HasHa4yeHHbIN Bawmm VIHTepHeT-
npoBariAepoM B TEKCTOBOM More,
pPacnonoXXeHHOM HIKe.

Ecnu Bbl He xOTUTE UMeTb
NMOCTOSIHHOE COoeAUHEHME,
BblbepuTte Connect on Demand
(MoaknioyaTbCA No
Tpe6oBaHMI0) 1 yKaxuTe nepuos
npocTos (B cekyHAax) B none
Max. Idle Timeout (Makc.
BpeMsi NpocToA).

Ecnu Bbl x0TUTE MMETb NOCTOSIHHOE coeanHeHune, BblbepuTe Nailed-Up Connection
(MonynocTtosiHHoe coeanHeHue). Moaem GyaeT nbiTaTbCcsl aBTOMaTUYECKN
BOCCT@HOBUTb COEAUHEHNE, B Cly4ae eCcrnu Npou3oLLen paspbiB.

M3 Beinagatowero cnucka nons Network Address Translation (TpaHcnsAumusa ceteBbIX
appecoB) BbiGepuTe napameTp SUA Only (Single User Account - yyeTHasi 3anuch
opunHoyHoro nonb3osatens) , Full Feature (Monxas dyHkumusa) unu None (Het). Cm B
pasgene TpaHcrayus cemesbix adpecos Ans nonyveHns bonee nogpobHom

MHopMaumm.
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Conmection Selpp- 5P Pamrmelers Tor Inlermel Access

I Addrass 00nno

Heranonk Address Tramslation

SLIA Oy =

Bl&ck e

Puc. 8 NogkntoyeHne k UHTEepHeT €
ucnonb3oBaHnemM ctaHaapTa RFC 1483

Beepgute IP-agpec,
npeaocTaBNeHHbIN BaLMm
MHTepHeT-npoBanaepom, B none
IP Address (IP-agpec).

Mone IP Address
(IP-agpec)
HefoCTYyMHO B
pexume MocTa.

Cwm Puc. 7, roe obbsicHsieTcs
none Network Address
Translation (TpaHcnsums
ceTeBbIX afApecoB).
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Compection Seln 5P Parrmelers for dernel Access

I Address
i Dblan @n I Addrgss Automabcally
© Stabic 1P Addiess
IF Addrerss
Susnal Mask 0000
EHET EHCAP Catway nono
Hetwork Address Tramslatien
G Oinby =

Puc. 9 NMopgkntoyeHne Kk UHTepHeT €
ucnonb3oBaHuemM npotokona ENET ENCAP

Camnpection Setiup- I5P Pammeders for Inberned Acoess

Ui Mami [Changetta
Passwand =
P Sddress

I fpeain an 19 Address Autom b aly
 Static IP Addess

Conmection
¥ Connact on Demand Ma (die Timaou [0 1
* MailedUn Connaction

Hetwoak faddress Tr

SUADHL =

[Bect] ea

Puc. 10 NogknioyeHne k UHTepHeT C
ucnonb3oBaHnemM nportokona PPPoA

B none ENET ENCAP Gateway
(LWWnto3 ENET ENCAP) Beegute
IP-agpec wnto3a,
npefocTaBMEHHbIN BaLLMM
MHTepHeT-npoBangepom.

Cwm Puc. 7, roe obbscHa0TCA
Opyrve norssi 3Toro okHa.

Cwm Puc. 7, roe o6bsacHs0TCS
Apyrue nons 3Toro okHa.

Monsa IP Address
(IP-apgpec) n
Network Address
Translation
(TpaHcnauua
CeTeBbIX aApecoB)
He JOCTYMHbI B
pexume mocrTa.
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Step 3. TIposepsre HacTpoiikK B OKHE, IPEICTABICHHOM HIKE. J[JIs H3MEHEHUS B
Monem undopmanuu o JokajgbHOU cety, neiakHute Change LAN
Configurations (U3menuts konpurypaunuio JIBC). B npyrom ciyuae
menkauTe Save Settings (CoXpaHUTBH HACTPOIKHU) [T COXPaHEHHS
KOH(GUTYypaluu U nepexoa K mary 5.

Conrection Seimp- 5P Parmeters for inderner Access

WAN Infermation:
Mada. ety
Encapsutaticr: ENET ENCAR
Multplicng LLE
YEIWC L B0
1P Address  Dbbain an P Addrass R omalically
Patairk Addiess Trarslahon. SUA Onke

LAM Infarmatian:
IF Addriss. THZAGH.1.0
IF Mask F6.755 7550
CHCE OR
Cliert P Ponl Starting Addrass: 12168, 1.3
Sipa of Clenl I Fool 32

Change LAN Canfigueation |

Seve Satings

Puc. 11 Ooctyn B UHTepHeT: MacTep ycTtaHoBkKu, OkHO 3

Step 5.  Jlna usmenenus nactpoek JIBC B Mogem, menkuute Change LAN
Configuration (U3mennts xonpurypamuio JIBC) jyis otoGpakeHus
OKHa, IIPEJICTaBICHHOTO Jajee.
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Commeclion Sefup- 15F Panrmelers for Imderoel Qoo BBe,D.I/ITe IP-a,qpec MOD,eM B
[EeCsiTUYHOM Bufe C pasfaenureribHbIMu
ralfle 1321601 Toukamm B none LAN IP Address (IP-
LA Subnet Mask 265 255,255 0 appec JIBC). Hanpumep, 192.168.1.1
(appec, ycTaHOBMNEHHbIN
— M3roTOBUTENIEM MO YMOMYaHMIO).
OHCF Server O =
Chanl 1P Podl ELarbeg Address 1921621 33 an CMeHe |P anpeca
Gize af Clan IP Paal 12
N ) i JIBC B Mogem BbI
Primidry OHE Sérete noon
AOJIKHbI
Suecondary DHE Server nnon o
ncnonb3oBaTb HOBbIU
IP-appec, ecnu BbI
XOTUTE CHOBa
B Fanish
| ) BOCNONb30BaThLCA
Web-
Puc. 12 MacTep ycTaHOBKMU: KOHUrypaTopom.

KoHdpurypauus J1IBC
BBeaute macky nofceTv B AECSTUHHOM
BUAE C pasfenuTerbHbIMY TOYKaMu B
norne LAN Subnet Mask (Macka
noacetm JIBC).

M3 Bbinagatowero cnucka nonst DHCP Server (Cepsep DHCP) BeiGepute On
(BknouunTb), 4To6bI paspewnTs Mogem HasHavaTk IP-agpeca, wnio3 IP no ymonyaHuio 1
cepepbl DNS komnbloTepam, CUCTeMbI KOTOPbIX NOAAEPXKMBAIOT (PYHKLMIO KNMEHTa
DHCP. Beibepute Off (OTkntounTb) Ans oTKNoveHus cepepa DHCP.

Mpu ncnone3osaHun cepeepa DHCP, yctaHoBUTe cneayloLimne anemMeHTbI:

BBeanTe nepBbIii N3 CMEXHbIX aapecoB nyna HenpepbiBHbIX IP-agpecos B none Client IP
Pool Starting Address ( HayanbHbI agpec knueHTckoro IP-nyna).

Beeaute pasmep nyna IP-agpecos B none Size of Client IP Pool (Pa3mep knueHTckoro
IP-nyna).

BeeauTte IP-apgpec(a) cepeepa(oB) DNS B none (nons) Primary DNS Server (OcHoBHOM
cepBep DNS) n/vunu Secondary DNS Server (JononHuTtenbHbI cepBep DNS).

Step 6. MoeM aBTOMaTHYECKH TECTUPYET COETUHEHNE C KOMITBIOTEPOM(H),
noaKIoYeHHbIM(1) K opTy(am) JIBC. [l TecTUpOBaHUS COSIUHEHUS
Mexay Moxem u UHTepHeT-nipoBaiiiepoM, IENKHUTE 0 KHOMKe Start
Diagnose (Hauats imarsoctuky). B apyrom ciryuae meiaxHuTe 1Mo
kaomke Return to Main Menu (Bepuytbcest B [J1aBHOe MeHI0) 171
BO3BpauleHus k okHy Site Map (Kapra caiita).
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Conreciion Setup- 159 Permeters for Intermet Access

¥our DL Gty 8 now corfigured. Your devos (& Cagrable of testing your DSL serece. The
InSwidiaal BES1S are listad Belde. Click 21301 Diapnosa™ bulan ¥ youwanl b BSt ohenwiss, Clkk
"Rafum i Main Many® sution

LAH connections
Tredyour Fifisensd Conneeion PARS

WAH connpclinns

TesiADEL synchronization PRSS
Torsd ADBL{ATM CAMY Inopbark Sl PRES
S Dingrosa | Fugrtrn o M Mgrs |

Puc. 13 focTtyn B UHTepHeT: MacTep yctaHoBku, OkHO 4

5.4 TectupoBaHue noaknoYeHns K UHTepHeT

3amyctute web-Opaysep u nepeiiure Ha cait www.zyxel.com. Hemerenno
HaunHaercs 1ocTyn B Uatepret. CM. Texnuueckoe pykosoocmeo Ui ONy4eHus 6oee
noapoOHoi nHdopmarmy 000 BceX GyHKINOHATIBHBIX BOBMOXKHOCTAX Mozem. Ecnu Bol
HE MOXETE TOJIy4uTh AocTyn B IHTEpHeT, oTKpoiite cHoBa Web-koHurypaTop u
ybenurech, uTo HacTpoiiku MHTepHEeTa, KOTOpbIe OBIIM YCTaHOBIEHBI C IOMOLIBIO
MacTtepa yCTaHOBKH, SBISIOTCS IPABUIBLHBIMH.

5.5 YnpaBneHue nponycCKHOM CNOCOOHOCTbLIO KaHana ¢
ucnonb3oBaHMem MacTepa yCTaHOBKM

CpenctBo Web-koudpuryparopa Media Bandwidth Magnt. (Ynpasiienue
NPONYCKHOI cOCOOHOCTBIO KaHaJIa) oA 3arosioBkoM Wizard Setup (Mactep
YCTAHOBKH) [TO3BOJISIET OIIPEJIEINTH KIIACC IPOIYCKHOI CIIOCOOHOCTH KakKIOMY
MIPWIOKEHHIO (M ciTy>k0e). Bl MOkeTe Ha3HAYUTh KOHKPETHYIO HH(POPMATHOHHYIO
eMKOCTb (OI0KET MPOITYyCKHO CIIOCOOHOCTH) pa3IMIHBEIM KJIacCaM.

YnpasieHue npoIrycKHOM ClIoCOOHOCTBIO MPUMEHSIETCS K TPAaQHKY, BRIXOAIIEMY depes
nntepdeiic Monem. MoneM He ynpasiseT Tpapukom, KOTOPBIH ITOCTyHaeT Ha
uHTepQEic.

YnpasneHue nporycKHOI ClTOCOOHOCTBIO MPUMEHSAETCS KO BCEMY Tpaduky,
BBIXOJAIIEMY uepe3 uHTepdeiic Moaem, He3aBUCHMO OT HCTOYHHUKA 3TOro Tpaduka.
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INepeanpecanust Tpaduka nimm [P-ceBIOHUMEI MOTYT BBI3BATh TPaQUK MEXKIY
JIOKAJIbHBIMU CETSIMH, KOTOPBII IPOXOAUT Yepe3 MoxeM U ynpaBiseTcs CUCTeMOR

YIPaBIICHUS IPOILYCKHON CIIOCOOHOCTBIO.

Cwm Texnuueckoe pykoeodcmaeo Iiisl NONydeHus 6oiee mogpooHol nHpopMaLyy, a
TAK)KE UL CIIPABKH 110 PACIIMPEHHBIM BO3MOKHOCTSIM KOH(GUTYPHPOBAHHSL.

Step 1.  Illenxuure no ccruike Media Bandwidth Mgnt. (Ynpasiienne
MPOITYCKHOI CIIOCOGHOCTDI0 KaHaa) oy 3aronoskom Wizard Setup
(Mactep ycranoBkn) B okae SITE MAP (KAPTA CAUTA).

Masiia Hamdwidrh Mansgaman

™ Active
Bkect B sarvice fo apply bandwidth man gt

T ¥Bex Live
7wl ey
T PP

7 Emai

™ amule

™ e

Puc. 14 YnpaBneHue nponyckHOM CNoCcoOBGHOCTLIO
kaHana: MacTtep yctaHoBku, OkHO1

[MocTaBbTe naxok B
okowke Active
(AKTMBU3NpOBATDb),
yTo6bl Mopem
NPUMEHsIN
ynpasneHue
NPOMNYCKHOW
CMoCOBHOCTbIO K
Tpaduky,
BbIXOASLLEMY Yepes
nopt WAN, LAN vnu
WLAN.

Cospaiite knacc
ynpaBneHusi
NpPOMNyCKHOWM
CMOCOBHOCTLI0
nocpeacTsoM Beibopa
ycnyru (ycnyr) us
cnucka,
npegnaraemMoro Bo
BTOPOM OKHE
Macrtepa.

LLlenkHnTe no kHonke
Next (Oanee).

Step 2.  /lns nasHagenus npuopuTeTa cayxobe (cIyxk6am), KOTopas OblIa BEIOpaHA
B IIPEABLAYIIEM OKHE, HCIIONIb3YeTCsl TPEThe OKHO MacTepa.
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Aaclis Bandwidth Managamant

S aandwadlh praoribes for Bse servicey Baded

Senvice
vinl® {RIF)

Puiarity
& High T Mid T Low C Sthars
 High © Mg F Low © Omers
Back | Finish

Puc. 15 YnpaBneHue nponyckHO cCnocob6HOCTLIO0
kaHana: MacTtep yctaHoBkU, OkHO 3

HasHaubTe npuoputet
High (Bbicokun), Mid
(CpepaHui) unu Low
(Hu3kun) kaxxgon
cnyx6e, 4To6bI
Mogem ncnonb3osan
3TOT NpUOpPUTET NpU
NPOXOXAEHWUN
Tpadmka, KoTopbI
COOTBETCTBYET 3TON
cnyxbe.

[ononHutensHoe
okHo Class
Configuration
(HacTpoiika knacca)
nossonsiet
pefakTupoBaTb
KOHApMrypaumio aTmx
npasun. Cm
TexHunyeckoe
PYKOBOACTBO.

Ecnu npaBuna, yctaHoBrneHHble B 3ToM MacTtepe, M3MeHWUTb ¢ MoMoLLbto okHa Class
Configuration (HacTpoWika knacca), To nepekno4yaTens NpuopmuTeTa KOHKPETHOW

cnyx6bl 6yaeT ycTaHOBNEH Ha APYrol YpoBEHb NpuopuTeTa.

LLlenkHuTe no kHonke Finish (3aBepwnTb).

Step 3.  Bul 3aBepuiiin KoHGUrypUpOBaHHE CUCTEMbI YIIPABJICHHS TIPOITYCKHOM
CrocoOHOCTBIO KaHala ¢ HcHonb3oBaHueM Mactepa. Teneps MOKHO
MIPOJOIKATh KOH(PHUTYPUPOBAHKE BAIIETO YCTPOHCTBA.

Medls Randiwineh Maragermear

Cory stulations!
‘e hire compete

e Madia Dandwidth Hanagernent b

Pl lo b ke

Puc. 16 YnpaBneHue nponyckHOW cnocob6HOCTbLIO KaHana: 3aBepLieHue

paboTbl MacTepa
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6 KoHdurypmpoBaHune pacLunMpeHHbIX
BO3MO>XHOCTEWN

B aToM pasnene omuchIBaeTCs, Kak KOHGHUIYpHUPOBATh HEKOTOPbIE PacIINPEHHBIS
¢ynkuun Monem.

6.1 HacTtpouka 6ecnposogHon JIBC

Becnposoanas JIBC (WLAN) obecnieunBaeT rHOKYIO CHCTEMY epeIaddl JaHHBIX,
KOTOPYIO BBl MOXKETE MCIIOJIB30BATh IS IOCTYIA K PA3JINYHBIM CIIy:KOaM (TaKiM Kak
VHTEpHET, DJICKTPOHHAS [104Ta, IPHHTEP, U T. JI.) B IPOBOJHOM ceTH Oe3
JIOTIOJIHUTEIIBHBIX 3aTPaT Ha KabesbHyto nHppacTpykTypy. Cpena GecripoBonuoii JIBC
obecreurBact CBOOOIY MEPEMEICHHS B 30HE OXBATA NIPU COXPAHCHUH MOKIIOUYCHHUSI K
NPOBOHOM CETH.

OkpaHHoe MeHIo 6ecnpoBoaHom JIBC poctynHo, ToNbKO ecnu
yCTaHOBJreHa ceTeBasi paguoKapTa.

Jlnist KoHGUTypHpOBaHKS OECIPOBOIHBIX HACTPOCK, MICTKHHUTE MO]] 3ar0JI0BKOM
Advanced Setup ([JonosHuTe1bHbIe HAcTPOiiku) o cceuike Wireless LAN
(becnipoBoanasn JIBC) u 3atem menkuute no cceliike Wireless (becipoBoanast
CBSI3b).
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Wiraless LAN- Wirelass

™ Eraig winsiess LAN

EESID feiraless

Higis EEEID IE‘

Channgl D [Chanreinl 2a12hrz =]
W RT&ICTS Threshold il 0~ 24337

™ Fragmirtation Trepshond G256 - 2432
WEP Erstryprbion Diznhla -I

Gl WEP: Erter 5 chrawacters or 10 hexadecimal dgits (087, "A-F7) preceded by o tor each Eeyll 4]
1 25k WEP Enber 13 chiwnclirs or 26 headocinal digls (-0 "A-F7) prodsded Ery O for @nch Hepil 4]
JUE-EE YWLP: Enbsr JO cRingchang o T hecn@scimal dgls (0-07, "A-F") précaded By Ox 1or S&ch FéyTl -4

= eyl

L]

|
|
Lag [
Koyt |

Back] Apph | Cancal |

Puc. 17 BecnpoBogHas JIBC: BecnpoBopHas cBA3b
B cnenyromeii Tabiuie onuceiBaeTCA Ha3HaYEHUE MOJIEH 3TOTO OKHA.

Tabn. 3 BecnpoBoaHas JIBC: BecnpoBogHasa CBA3b

nonEe OMUCAHME

Enable Wireless PyHkumsa 6ecnposoaHoit JIBC no ymonyaHuto oTKMYeHa, 1
LAN (Bkntountb npexae Yem ee BKMOYUTb, HEOOXOANMO CKOHMIypupoBaThb

DYHKLMIO 6e3onacHoCTb ¢ NoMoLLbio HacTporku MAC-unbTpoB u/mnm
GecnpoBoaHom 3awmThl No ctaHaapTy 802.1x; B NpOTMBHOM Criyyae Balua
JIBC) 6ecnposopaHas JIBC byaeT yassumon npv BkoveHun. MNMoctaBbTe

dnaxok Ans BkntodYeHus dyHkuun 6ecnposogHoi JIBC.

ESSID ESSID ( Extended Service Set IDentity - aeHTudukatop
pacLuMpeHHoro Habopa cnyx6) - 3To yHuKanbHoe nMsi
noeHtTudukaunum Mogem B 6ecnpoogHoi JIBC. BecnpoBogHow
KIMEHT, XenarLummn cBa3aTtbcsi ¢ Toukon goctyna ( Mogem),
[ormkeH nmeTb Takow xxe ESSID. Beegute ngeHtuduumpyouiee
nms (go 32 nevaTHbIX 7-6mToBbIX cmBonoB ASCII).
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Tabn. 3 BecnpoBoaHas JIBC: BecnpoBogHasa cBA3b

NONE

ONMUCAHUE

Hide ESSID
(CkpbiTb ESSID)

Beibepute Yes (OA), 4Tobbl ckpbiTb ESSID ansi Toro, 4to6b!
6ecnpoBofHOW KNMEHT He Mor nony4unTb ESSID ¢ nomolusio
MPOCTOro CKaHNPOBaHUS.

Beibepute No (HeT), 4yTobbl nokasats ESSID ans toro, 4to6b!
6ecnpoBogHoW KNMeHT mMor nony4mTtb ESSID ¢ nomoLuso npoctoro
CKaHMpPOBaHWS.

Channel ID PapuouacTtoTa, ncnonb3yemasi 6ecnpoBoiHbIM YCTPONCTBOM

(MpeHTudukatop | cranpgapta IEEE 802.11g, HasbiBaeTcs kaHanom. Beibepute kaHan

KaHana) 13 BbiNafatoLLero cnvcka.

RTS/CTS MocTaBbTe dnaxok, 4Tobbl Bktounte RTS/CTS nopor (Request To

Threshold Send -3anpoc Ha nepegayy/(Clear To Send - Pa3spelueHne Ha

(RTS/ICTS nepegauvy) Ans MUHMU3MPOBAHUA YMcna koHdnmkTos. BeeanTe

Mopor) 3HayeHue ot 0 o 2432. [No ymonyaHuto - 2432.
MapameTp "3anpoc Ha nepegayy" - 3T0 4ONYCTUMbIV Npeaen
(4mcno B baviTax), nocne KOTOPOro BKMKOYAETCst KBUTUPOBaHMe
RTS/CTS. [JaHHble ¢ pa3mepom kagpa 6onblue, Yem 3TO 3HaYeHune
OyAyT BbI3bIBaTL Npoueaypy keutnposanns RTS/CTS. YcraHoBka
3Ha4eHus aToro aTpubyTa 6onbLue, YeM MakCUManbHbI pasmep
MSDU (MAC Service Data Unit - briok gaHHbIx cnyx6bl MAC)
BbIKNtoyaeT kBuTnposaHne RTS/CTS.

Fragmentation

Threshold ( Mopor dparmeHTaLun - 3TO MakcUMarnbHbIA pa3mep dparMeHTa

Mopor AaHHbIX, KOTOPbIA MOXET NepeaaBaThCs.

dparmeHTaumm)

WEP Encryption DyHkumsa wngposaxHua WEP (Wired Equivalent Privacy -

(lWwndbpoBaHue KoHtmaeHumanbHOCTb, paBHast KOHUAEHUNaNsHOCTN B

WEP) NPOBOAHbIX CETSAX) OCYLLUECTBNSIET LWMEPOBaAHME KaApOB AaHHbIX

[0 TOro, Kak oHu ByayT nepegaBaTtbcsi N0 6eCNpoOBOOHON CETU.

Bbibepute Disable (OTknounTb) ANs pas3peLleHns BceM
6ecnpoBoAHbIM KOMMbIOTEPAM CBSI3bIBATLCS C TOYKOW AocTyna 6e3
LIMPOBaAHNS OAHHbIX.

[nsa BknoYeHNs yHKUMK LWIMPOBaHNS AaHHbIX, Bbibepute 64-bit
WEP (WEP 64 6uTa) , 128-bit WEP (WEP 128 6uTt) unu 256-bit
WEP ( WEP 256 6uT), a 3aTem BBeguTe KIoun B
npegHasHa4YeHHbIX Nonsix.
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Tabn. 3 BecnpoBoaHas JIBC: BecnpoBogHasa cBA3b

NOonEe OMUCAHUE
Key 1 to Key 4 Kntoun WEP ncnonb3aytotes ans wmdpoBaHus gaHHbIx. Mogem u
(Kntou 1 - Kntou 6ecnpoBoOAHbIE KIMEHTbI AOIMKHbLI MCMONb30BaTb OAMHAKOBbLIE
4) knoun WEP ana nepefgayn gaHHbIX.

Ecnu Bbl BbiGpanu wudposaHune 64-bit WEP (WEP 64 6uTta),
BBeauTe nobble 5 cumonos ASCII nnu 10 wecTHaguaTMpUYHbIX
cumsonos ("0-9", "A-F").

Ecnu Bbl BbIGpanu wudposaHune 128-bit WEP (WEP 128 6uT),
BBeauTe nobble 13 cumeonos ASCII unu 26 wecTHaguaTUprYHbIX
cumsonos ("0-9", "A-F").

Ecnu Bbl BbIGpanu wudposaHune 128-bit WEP (WEP 256 6uT),
BBeauTe nobble 29 cumeonos ASCII unu 58 wecTHaguaTUprYHbIX
cumsonos ("0-9", "A-F").

HeobxoamMmMo 3anonHUTL Nons 4N BCeX YeTblpex KoYewn, Ho B
Nto6oN MOMEHT BPEMEHN MOXET ObITb aKTMUBMPOBAH TOMNbKO OAWH
KoY. Koy, ncnonb3yembi o YMONYaHUIo - 3TO KoY 1.

[nsa ocyllecTBneHus 6ecnpoBogHON CBA3U GecnpoBoaHble
KnueHTbl 1 Mogem BomkHbI UCMONb30BaTh OAMHAKOBbIE
naeHtndukatop ESSID, ngeHTudcumkaTop KaHana v Knwoud
wudpoBaHus WEP (ecnu wudposaHne WEP BkrnoyeHo).

6.2 Hactpouka 6e3onacHocTtu 6ecnposoaHoun JIBC

Iocne BkaroueHUs GYHKIHK 3aIIUTHI HACTpOTe Monem Ha npoBepky MAC-anpeca
yCTpoicTBa GECIPOBOIHOIO KIMEHTA 110 CIIUCKY Pa3peLICHHBIX MITH 3alPELICHHBIX
MAC-anpecos.

s cozmanus cnrcka MAC-anpecoB 6ecnipoBoanoit JIBC mienkHuTe CCHUIKY
Advanced Setup (JonoaHuTeIbHAs HACTPOIiKA) HA TAHEI HABUTAIUH, 3aTEM
ccpuiky Wireless LAN (becniposoanas JIBC) u 3atem menkuure cesuiky MAC Filter
(MAC-¢puiabtp).
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15

Wiraless LAN- MAC Fifrar

0000 00 00 00 00 16
30 00 00 00 00 G0 ]

Acte [He =]
Action [Berw Asaociaren =]
HAL Address
v | pononoooooos |3 | [RORORGOAOR0
1| [ooooooooooe | (4| [ooooDROMOM0
5| [poooooooooon . |6 | [wwmmme
posoooononon | |0 | [pooepsmoood
% | [potoooooooon | (10| [ooooDRmOOOng
1| |[ooooooooooe |12)  [oooopotemoon
13|  [poconooonooo | [1s|  [00ODOR0OO000

0000 o0 D00
0000 Do 0ol D)

1| [ooconooonooo | (x| [0GOSOROOOO00

#| [ovoooooonon | (22| [ooodoemiong

pononoooooos || [pO0O0RGRGOGD

1| [woonooooooe | (28| [ooeDemcgng

| [obooobonone | [w.0] [Mem@m@E
[Bock] Apply| Concal |

Puc. 18 BecnpoBogHas JIBC: ®unb1p MAC-agpecoB
B cneay}omeﬁ Ta6J'II/III€ OITMCHIBACTCS Ha3HAYCHHE TI0JIEH 3TOr0 OKHA.

Tabn. 4 BecnposogHas JIBC: ®unbtp MAC-agpecoB

NOnE OMUCAHME
Active YTo6bl BKNOUUTL hunbTpaumio MAC-agpecos, Boibepute Yes (Qda) n3
(AKTUBHO) BblNajaroLLero cnncka B COOTBETCTBYIOLLIEM MOre.
Action Onpegenute gencteue dunbTpa, npumeHsemoe k cnucky MAC-agpecos B
(Oencteue) | Tabnuue MAC Address ( MAC-appec).

[ins 6GnoknpoBaHust 4OCTyNa k MapLUpyTu3aTopy BbibepuTe B
cooTBeTcTBYlOLWEM none Deny Association (3anpeTuTb coeanHeHue),
gocTtyn K mapwpytusatopy MAC-agpecam, KOTopble He nepevncneHbl B
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cnucke, 6yaeT paspeLueH.

[ins paspelueHns 4OCTyna K MapLupyTusaTopy Bbibepute B
cooTBeTcTBytoLem none Allow Association (PaspewnTb coeamHeHue),
[ocTyn K mapLupytusatopy MAC-agpecam, KOTOpble HE NEPEYUCTIEHDbI B
cnucke, byaeT 3anpeLyeH.

MAC BeeguTe B agpecHble nons (B popmate XX:XX:XX:XX:XX:XX) MAC-
Address agpeca 6ecnpoBOAHbIX CTAHLUMIA, KOTOPbIM Pa3peLUeH UMK 3anpeLLeH
(MAC- poctyn k Mogem.

appec)

6.3 O630p ctaHaapToB 802.1x n WPA

SammmenHsit noctyn no uatepdeiicy Wi-Fi (WPA) - 910 cTanmapT B npoekre
cneuudukanun 6ezonacHoctu IEEE 802.111. Paznuunst kiaroueit WPA u WEP
3aKJIIOYAIOTCS B UCIIOIb30BAaHUN Ay TEHTU()UKAIIMY OJIb30BATENS U YTy YIICHHOM
mmdpoBannu naHHbIX. B WPA npumensiercs craunapt IEEE 802.1x u nporokon EAP
(Extensible Authentication Protocol - PacimpeHHBII TPOTOKOM ay TCHTU(PHUKALINH) TS
ayTeHTH(HKAIMY OECIPOBOIHBIX KIIMCHTOB C MCHOJIb30BAaHNEM BHEIIHEH 0a3bl JaHHBIX
RADIUS. Hcnonp30Bath JOKIBHYIO 0a3y JaHHBIX MOJIb30BaTeneil B MojeM B Hemsx
aytentuduxarmu WPA Henb3sl, Tak Kak JIoKajbHas 0a3a JaHHBIX [OJIb30BaTeIeH
ucnonbyet nporokos MD5 EAP, koTopslit He MOXKET OBITh IPUMEHEH IS
TE€HEPUPOBAHUS KIIIOUEH.

HIudposanue nanHbIX WPA yCOBEpIIEHCTBOBAHO € TIOMOIIBIO HCIIOIb30BAHUS
IIpotokona nenoctHocTr BpemenHoro kimtoda (TKIP), [IpoBepku nexocTHoCTH
coobuienus (MIC) u cranpapra IEEE 802.1x. B [IpoTokose eT0CTHOCTH BpEMEHHOTO
ximoda (TKIP) ucnons3ytores 128-6uToBble KII04M, KOTOPbIE TUHAMHYIECKH
TEHEPUPYIOTCS U paclpeAeisiFoTces cepBepoM ayreHTrdukanuu. TKIP Brirouaer
(YHKIHMIO BHECEHHUS KIII0Ua B KaXK/IBIH MaKeT JJAHHBIX, IPOBEPKY LEJI0CTHOCTH
coobuenust (MIC), Ha3biBaemyro Michael, pacmmpennslii Bekrop nauimanusanun (IV)
C TpaBUJIaMHU YCTaHOBJIEHHS TTOCIEA0BATEIBHOCTY COCIMHEHHUS U MEXAHU3M
MePEKOAUPOBAHHSI.

Uto0OBI N3MEHNUTH HACTPOHKH ayTeHTHHUKAIud MopeM, menkHuTe 1o cceuike Wireless
LAN (Becnposoaunas JIBC) oz 3aronoskom Advanced Setup (JononnureanbHas
HacTpoiika) u 3atem no 3akiazke 8§02.1x/WPA. Bun okHa MeHsieTCsl B 3aBUCUMOCTH
OT BBIOPAHHOTO NMPOTOKOJIA YIPABJICHUS KJIIOYaMHU M KOHTPOJIsSl OECIIPOBOTHOTO
opTa.
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6.4 O630p npotokona NAT (TpaHcnauusa ceTeBbIX
appecoB)

NAT (Network Address Translation - Tpancisiius cereBbIx aapecoB, KommenTapuit
RFC 1631) - aTo npeobpazoBanue IP-anpeca xocra B makeT nanusix. Hanpumep, agpec
HCTOYHUKA UCXOAAIIETO MAKETa, UCTIOIb3YyEMBbIN BHYTPH OJHOM CETH, U3MEHAETCS Ha
npyroit IP-angpec, n3BecTHBIN BHYTPHU IPYIroi CETH.

Ecnu y Bac onuH obuenoctynusiii [P-anapec, To Beioepute SUA Only (OAUHOUHBIN
nonb3oBartenb) B okie NAT-Mode (Peskum NAT) (cMm Puc. 19). Eciu y Bac
MHOECTBO 00IIe10CcTyTHBIX [P-apecoB, TO BBl MOKETE HCIIOIb30BaTh
OMHO(YHKIHOHAIBHOE TIpeobpa3oBanue (cM Texnuueckoe pykogoocmeo s
MoJTyueHust noApoOHoit nHdopMarum).

NAT nmonaepkuBaeT mATs TUIOB peodpa3oBanus [P/mopt. mu sBisitoTest:

1.  OpuH-K-0gHOMY: B pexume oauH-K-OAHOMY OIWH JOKAIbHBIN [P-anpec
npeobpasyercst B 0uH riodanbHelii [P-aapec. Criemyer OTMETHTD, 94TO
HOMepa HOPTOB HE MEHSIIOTCS IIPU THIIe Tpeodpa3oBanust OIMH-K-0JHOMY.

2. MHoro-k-oaHomy: B pexxrMe MHOTr0-K-0JJHOMY HECKOJIBKO JIOKaJIbHBIX [P-
ajZipecoB mpeobpasyercs B 0IuH riobanbHblid [P-aapec.

3. MHOro-Ko-MHOTHM ¢ COBMelleHHeM: B pexunme MHOr0-KO-MHOTHM C
COBMEIIEHHEM HECKOJIBKO JIOKalbHBIX IP-agpecos mpeobpasyeTcs B
HECKOJIBKO KOJUICKTHBHBIX INT00anbHBIX [P-ampecos.

4.  MHoro-xko-MHoruMm 0e3 coBMeneHusi: B pexxnme MHOTO-KO-MHOTHM 0€3
COBMeENIEHHS KaXKIbIi ToKalbHEIH [P-anpec mpeobpasyercs B yHUKaIbHBIN
riobaneHbI [P-agpec.

5. CepBep: DTOT pe)XUM MO3BOJISICT YCTAHOBUTH BHYTPEHHHI CEPBEP Pa3IMIHBIX
ciyx6 mocie npeodpasoBanust NAT At 10CTyna BHEITHHUX MMOJIB30BATEICH.

6.5 KoHdurypupoBaHue cepBepa SUA

VYcranoBka cepBepa SUA - 370 co3nanue crucka BHyTpeHHHX (nociie NAT B JIBC)
cepBepoB, HanmpuMep, web-cepBepa i FTP-cepBepa, KOTOpbIe BBl MOXKETE CAETATh
OTKPBITBIME AT BHEIIHHUX MOIB30BaTeNeH, naxke eciu cepsep SUA mpeacTaBiseT s
BHEIITHUX IT0JIb30BaTelIeH BCIO Ballly BHYTPEHHIOIO CETh KaK OJMHOYHBIH KOMITBIOTED.

Step 1.  Yro6s! otkpbITh 0KHO NAT-Mode (Pesxum NAT), B TIIaBHOM MEHIO
wenkaure Advanced Setup (JlonosHuTtenbHast HACTPoOiika) U 3aTeM
NAT. Beioepute SUA Only (OQuHOYHBII N0JI630BATENb).
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NAT « Moda

Metwiak Address Tranelation
" Mone

5 SR Onity

 Full Feature

Apphy

Puc. 19 NAT: Mode (Pexum)

Step 2.  Illenxuure no ccruike Edit Details (PenakTupoBaTh 3/1eMeHTHI) .

AT - Edit SUANAT Sarvar St
Start Pord Mo, [ End Paort Ho. [ 1P Address

1 Al parts Al ponts T
[ 2 B [a T
| 3 h [a [pooe
| 4 b [o [rooo
|5 b [0 [0
[Te lu_ [0 [pooe
7 P [ [inam
o h o [rooe
4 i [o [poom
1n h [0 [oom
"o o [0 T
12 b [0 [

Swm| Pt |

Puc. 20 CepBep SUA/NAT
B Tabmnure, NIPUBOJUMOM HUIKE, JAETCs ONMCAHUE MOJIEN JaHHOTO OKHA.

Tabn. 5 Cepsep SUA/NAT

none OMUCAHME
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Tabn. 5 Cepeep SUA/NAT

NOnE OMNMUCAHME
Start Port | Begwute B aTo none Homep nopta. Ytobbl nepefaTte TOMbLKO OAUH NOPT,
No BBeAWTE HOMep 3TOro nopTta ewe pa3 B none End Port (MocnegHun
(Homep nopT). Ytobbl nepefate psg NopToOB, BBEAUTE HOMEP HavanbHOro nopTa

HavanbHO | B 3TOM Mose v Homep KoHeyHoro nopTa B none End Port (MocnepHuin
ro nopta). | nopr).

End Port Beaute B 310 none Homep nopta. YTobbl Nnepeaatb TONLKO OAWMH NOPT,
No BBEAuTe Homep nopTa B none Start Port (HayanbHbIN nopT),

(Homep HaxopsLeecs Bbllle, U 3aTeM BBeAMTE €ro elle pas B 3To nosne. Ytobbl
nocrnegHe | nepepaTtb psA NopToB, BBEAWTE B 3TO Nome nocrnegHuii Homep nopra B
ro nopra). | cepuu, kKoTopasi HaUMHaeTcst Homepom rnopTa B none Start Port
(HavyanbHbIM NOPT), PAcnoONOXEHHOM BhbILLE.

IP BBeauTte 3gecb BHYTpeHHUN IP-agpec cepsepa.
Address
(IP-
apgpec)

6.6 O630p MexceTeBOro aKpaHa

MeskcereBoii 3kpaH MosieM - 3T0 KOHTPOJIBHBII MEXCETEeBOM IKpaH, pa3padoTaHHBIH
Jutst 3amuThl npotuB arak Denial of Service (Otka3 ot o6cimyKuBaHus ), KOTAa OH
HaXOAWTCS B aKTHBHOM cocTosHNU. Ha3Hauennem MopeM - SBISeTCS MPeA0CTaBUTh
yacTHOH nokanbHoM cetn (JIBC) 6e3omacHoe monkirouenne k cetn HTepHET. Monem
MOXET OBITh HCIOJIB30BaH JUIS IIPEJOTBPAICHHS XUIIEHHS, YHHUTOXXECHNS ¥ I3MCHEHHUS
JIAHHBIX, a TAKKe IJISI PETUCTPUPOBAHUS COOBITHI, KOTOPBIE MOTYT OBITh Ba)KHBI IS
Oe3omacHocTH Bateit ceti. B Mozem Taxke HMeeTcst BO3MOXKHOCTD (DHIIbTPaluy
MIaKETOB.

B akTHBHOM COCTOSHHU MEXKCETEBOM 3KpaH HpoityckaeT B IHTepHeT Bech Tpaduk,
HCTOYHUKOM KoToporo sBisercs JIBC, u 6mokupyer Bech Tpapuk, KOTOPHI
nopoxnaercs cetbto MuTEepHET. To ects Mozgem OyneT paboTarh Clie Ly oM
obpazom:

»  Pazperarhb Bce ceaHchl cBsi3H, ucxopsiuue u3 JIBC B riobanbHyo ceTh
»  OTKIOHATEH BCE CEAHCHI CBA3M, UCXOIAIIME U3 I1o0anpHoi cetu B JIBC.

[IpaBuna HacTPOKHU NOAK/IIOYEHHUS JTOKANBHOIN ceTH K IHTepHeT - 3T0 IIpaBmiia
PpaboThI MEXCETEBOTO IKpaHa MEXK/Iy JIOKaIbHOU ceThio 1 MHTepHeToM. [1o yMonuaHuio
- 3TO MepechlIKa BCero Tpauka OT Balel JoKanbHOol ceTd B VIHTepHeT.
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Ha CJIEAYIOMIEM PHUCYHKE ITOKa3aHO NPUMEHEHNE MEKCETECBOI'O DKpaHa MOZ[CM,

Ataku "OTkas ot

Internet

e

Puc. 21 NpumeHeHne mexceTeBoro akpaHa Moaem

6.7 BknroyeHne mexceTeBOro aKpaHa ¢
MCNoNb30BaHUEM NONIMTUKN 6e30NacHOCTU NO

YMOJYaHUIO

B rinaBHoM meHto, mienkuuTte 1o ceolike Firewall (Me:xceTeBoii IkpaH) u 3atemMm

Default Policy (ITornTuka mo yMOT4aHHIO) 17151 OTOOPAKCHHUS CICIYIONIETO OKHA.

BxuttounTe MexxceTeBoi 3KpaH, nocTaBuB ¢uiaxxok B okomike Firewall Enabled
(BrimouuThL MeskceTeBOl 3KpaH), Kak OKa3aHO Ha CIIEIYIOIEM PUCYHKE.

/

\ J/
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Firewall - Dafaull Policy
W Enasle Firewsll
¥ Allin Bsyrnrnatical Rouls
CALTION, When Allow Asymimelical Roubs is checked, all LAN o LA, VAN o WAN and DMZ 1o
DMZ packets will bypass ha Firgwall chick
Packet Daection D aan Action Log
LAH 1o LAN I Routee © Blgck & Forward C
LAN fo ¥  Blotk = Forward o
LAN o DM  Blotk = Forward ¥
WM B LA & @itk © Fonward R
VAR 10 WA § Riouter & Glock © Forward R
WA 10 DM © Blotk ™ Forward =
EIMZ 10 LAN = Gtk © Forward I
AT B0 WWAN = Glatk ™ Fanward 5]
DME 10 DT § RS ¥ Qlack T Fanward =
Back | Apply | Canced |

Puc. 22 NMonutuka no ymon4yaHuo

B npuBoaumMoii Hike TabauLe faeTcs ONMCAaHKUE TOJIeH JaHHOTO OKHa.

Tabn. 6 MexceTeBoW 3kpaH: [TonuTMKa No ymon4yaHuo

none

OMUCAHUE

Firewall Enabled

[MocTaBbTe hnaxok Ansi BKNIOYEHUS MeXceTeBoro akpaHa. Mogem

(Bxntountb OCYLLIeCTBSIET KOHTPOIb AOCTyNa v 3almTy npoTue atak "OTka3 ot
MexceTeBow obenyxumanna" (DoS), npu ycrnoBuu, 4TO OH HAXOAUTCS B aKTUBHOM
3KpaH) COCTOSIHUN.

Allow MocTaBbTe naxok, YToObl paspeLllnTb MexceTeBoMy akpaHy Mogem
Asymmetrical 1Ccnonb3oBaTh B CETW TPEYrofbHYy TOMOMOr1io MapLupyTuaummn. Cm
Route NpUnoXxeHue Ans nNonyyYeHns UHPoOpMaLum No TPeyronbHOM
(PaspewmTb TOMONOrMN MapLUPyTU3aLMK.

aCYMMETPUYHBIVA

MapLUpYT)
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Tabn. 6 MexxceTeBon 3kpaH: lMonuTMKa N0 yMon4yaHuo

NOone OMNUCAHUE

Packet Direction | 3To HanpaBneHue criefoBaHWs NakeToB.

(HanpaBneHue

nakeTos) Mpasuna MEXCETEBOrO 3kpaHa rpynnupyioTcs Ha OcHoBe
HanpaBneHuin cnefoBaHNs NakeToB, K KOTOPbIM 3TV Npasuna
npumeHsitotcs. Hanpumep, mapuwpyTtusatop/JIBC-NIBC o3HavaeT
crnepoBaHVe nNakeToB OT kKoMmnbioTepa/noacetu B JIBC k niobomy
OpYyromy KomnbloTepy/nofceTy, NOAKNoYeHHOMY K MHTepdeicy LAN
Moaem vnnu k camomy Mogem.

Default Action Mcnonb3yiite nepekntovatens Ans sbibopa Aevicteus: Block

(OencTtBue no (BnokupoBaTtb) (oTbpackiBaTh 6€3 NnpeaynpexaeHus) nnu Forward

yMOIn4aHuto) (MepecbinaTb) (pa3peLwmnTb NPOXOXAEHUE) NAKETbI, KOTOPbIE

nepenarTcd B Bbl6paHHOM HanpaesneHuu.

Log (>KypHan)

MocTaBbTe hnaxok ANa co3aaHWs KypHana pernctpauum nakeTos
(Mpu ycnosuw, 4To BbIOpaAHO OENCTBNE MEXCETEBOIO 3KpaHa, CM
BblLLIE), KOTOPbIE NepealoTca B BbiIbpaHHOM HanpaBneHnn u He
COOTBETCTBYIOT YCTaHOBIIEHHbBIM NpaBunam.

Back (Hasapn)

LenkHnte Back (Hasaa) ons Bo3BpaTa K npeablgyLiemMy aKpaHy.

Apply LLenkHnTte Apply (MpMMeHUTB) ANs cCOXpaHeHUst UAMEHEHWI B
(MpumeHnTb) HacTponkax Mopem.

Cancel LLlenkHnTte Cancel (OTmeHa), 4TOObI Ha4YaTb 3aHOBO HACTPOMKY B
(OTtmeHa) TEKyLLEM OKHe.

6.8 NMpoueaypa KoHhUrypmpoBaHusa npasBun
MeXCceTeBOro aKkpaHa

nOpﬂFI.OK cneaoBaHusd npaBun ABNAeTCA O4YeHb BaXXKHbIM, TaK KakK

npaBusiia npuMeHAKTCA NO o4Yepenn.

Ilenxuaute mo ccouike Firewall (MexcereBoii 3kpan), 3areM Rule Summary (CBoaka
MpaBHJI) JUTS BHI30BA CIIEAYOMIEr0 OKHA. JTO OKHO SBIISICTCS] CBOAKON CYIIECTBYIOIIMX
npaswi. Ciieyetr oOpaTHTh BHUIMAaHUE HA MOPSIOK, B KOTOPOM IIEPEUHCIICHBI IPaBHIIA.

38




KpaTkoe pykosoactso P-662HW EE

Firewall - Rule Summary

Firewall Rules Starage Space in Use {1%)

o]

100%

Packet Direction |LAN 10 LAN/Rauter x|

Default Policy: Forward, Mone Log

Rule |Active| Source IP Destination IP Service  |Action Schedule| Log |Alert

1] v Ay

|Anyj IAny(UDP)j Forward Mo Disable| Mo

Create Rule: Insert new rule before rule numberl1 'I Insert | Append |
Rules Reorder; Mave rule numberIU to rule numberIU tove |

Elackl Applyl Cancel |

Puc. 23 Ceopgka npasun

B npuBoaumMoii Hipke TabauLe faeTcs ONMCAaHKUE TOJIeH JaHHOTO OKHa.

Ta6n. 7 CeBogka npaBun

none

OMUCAHUE

Firewall Rules
Storage Space in
Use (MHpukaTop
Mcnonb3oBaHus
namsiTu npasuaMmm
MEeXCEeTeBoro
3KpaHa)

OTa CcTpoKa COCTOSIHUS TOMbKO AN YTEHUS MOKa3bIBAET, CKOSbKO
namsaT Moaem ucnonb3yeTcs Ans 3anvMcu npasBun
MEXCEeTEeBOro akpaHa, NpUMeHsIEMbIX B AaHHbI MOMEHT. Ecnn
3aHsTO 80 % namsATM unu MeHee, HAMKaTop GyaeT 3eneHoro
uBeTa. Ecnu 3ansTo cBbiwe 80 % namatu, nHamkaTop 6ynet
KpacHoro ugeTa.

Packet Direction
(HanpaBnexue
nakeToB)

[ns Boibopa HanpaBneHust nepegayn NakeToB, ANs KOTOPbIX
HeobXxoanMOo CKOHUIypupoBaTh NpaBuiia MEXCETEBOro 3KpaHa,
MCNOMb3yWTe BbiNagatoLLmMin CMCOK.
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Ta6n. 7 CeBogka npaBun

NONE

OMNUCAHUE

Default Policy
(MonwuTtuka no
yMOn4yaHuio)

B aTom none otobpaxatoTca AercTBME U NonuThKa
perucTpaumu, BbibpaHHble Mo ymonyaHuio B okHe Default Rule
(MpaBuna no ymonuyaHuio), AN HanpaBneHs NakeTos.,
onpegeneHHoro B rnose, pacrnosioXXeHHOM BbiLUe.

B cnefyrLwmx OKHax TOJIbKO ANA YTeHUA AaeTCA CBOAKa CO34aHHbIX npaBuil, KOTOpble
NPUMEHAKTCA K TpaCbl/IKy, cnegywuiemy B BblﬁpaHHOM HanpasneHun nakeTos. [pasuna
MeXCeTeBOro aKkpaHa, KoTopble Bbl CKOHd)VIprI/IpOBaJ'IM, umetoT Gonee BbICOKMN
npuopuTeT, 4em obwme YCTaHOBKU beHKLWIIZ MeXCeTeBOro 3KpaHa, onmcaHHble paHee.

Rule (Mpasuno)

370 HoMep npaBusia MeXceTeBoro akpaHa. Mopsaok
CrieloBaHuns NpaBuIl ABIISIETCS OYEHb BaXKHBLIM, TaK Kak rnpasuna
MPUMEHSIIOTCS MO OYepeau.

LLlenkHnTe Mo ccbinke ¢ HOMEPOM npaBuna, YTobbl NepenTn K
okHy Firewall Edit Rule (MexceTeBou akpaH:
PepakTupoBaHue npaBuna) Ans KOHPUIyprpoBaHUs nnm
pefaKkTUpoBaHUA Npasuia MeXceTeBOro aKpaHa.

Active (AKTUBHO)

B aTom none otobpaxaeTtcsa aktnBHo npasumo (Y) unu HeT (N).

Source IP (IP-agpec
VUCTOYHMKA)

lMone ¢ BbINaAALLMM CMIMCKOM NOKa3biBaeT agpeca unm
[AManasoH aapecoB UCTOYHUKOB, K KOTOPLIM NPUMEHSIOTCS
npaBuna MexceTeBoro akpaHa. CrielyeT 0TMETUTb, YTO NyCToe
none agpeca UCTOYHUKA UNW aApeca HasHaYeHVsl SKBUBANEHTHO
3Ha4veHuo Any (IroGoi).

Destination IP (IP-
afipec HazHayeHus)

Mone c BbiNagatoLLMM CNMCKOM MoKa3bIBaeT agpeca unm
AnanasoH aapecoB HazHayYeHUsl, K KOTOPbIM NPUMEHSIOTCA
npaBuna MexceTeBoro akpaHa. CriefyeT 0TMETUTb, YTO NycToe
rosie agpeca UCTOYHMKA UK agpeca HasHaYeHWsl 3KBUBANEHTHO
3Ha4veHuio Any (ITro6om).

Service (Cnyxba)

Mone c BbINagatoLLMM CIUCKOM COAEPXUT CryXOBbl, K KOTOPbIM
NPUMEHSIETCSA NPaBUIIO MEXCETEeBOro akpaHa. Crnieayet
OTMEeTUTb, YTO NyCToe Nnosne Buaa Cnyx6bl AKBUBANEHTHO
3HayeHuio Any (IMro6omn). Cm TexHuveckoe pykogodcmeo Ans
nomny4eHns noapobHoOM MHdopMaLum.
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Ta6n. 7 CeBogka npaBun

NONE

OMNUCAHUE

Action (dencrteue)

370 AeficTBNE MEXCETEBOro aKkpaHa, yCTaHOBMEHHOe Ans 3Toro
npasuna: Block (BnoknpoBaTtb) nnu Forward (Mepecnatb).
CnepyeT oTMeTuTb, uTo AencTere Block (BnokupoBatb)
03HayaeT, YTO MeXCeTeBOoW aKpaH oTbpackiBaeT nakeTbl 6e3
npeaynpexaneHus.

Schedule
(PacnucaHue)

3710 none nokaseiBaeT, onpeaeneHo nu pacnucaxue (Yes) nnm
HeT (No).

Log (>Kypran)

OT0 nore nokasbiBaeT, CO34aeTCs N XypHan perucrpaumu, B
Cny4yae ecnu CBOWCTBA NakeToB COOTBETCTBYIOT AaHHOMY
npasuny Enabled (Bkniountb) unu Het Disable (BbikniounTsb).

Alert (N3Beluerne)

OT0 nore nokasbiBaeT, reHepupyeTcs nn nsselleHve (Yes) nnm
HeT (NO) npu BO3HNKHOBEHUW COBbLITUIA, COOTBETCTBYHOLLIMX
npasuny.

Insert/Append
(BctaBuTb/do6aBuTb)

Beeaunte Homep, Kyda Bbl XOTUTE BHECTW Npasuno. Hanpumep,

npu BBoAe "6" Balle HoBoe npaBwno ByaeT pacnonaraTtbCsi Nofg
HOMepoM 6, a NpeablgyLiee nNpaBuo, KOTopoe UMeno Homep 6
(ecnu Takoe cyLlecTByeT), CTaHeT nog HOMEpPOM 7.

WenkHuTe no kHonke Insert (BctaButh) Anst 4o6aBneHWs HOBOro
npaBuUna MEeXceTeBOro aKkpaHa nepes ykazaHHbIM HOMEPOM.

LLlenkHuTe no kHonke Append ([Jo6asuTb) Ans gobaBnexHus
HOBOIO NpaBuna MeXceTeBoro akpaHa nocne ykasaHHoro
Homepa.

Move (MepemecTuTb)

BeegwvTe HoMep npaBuna n HoMep, Kyaa Bbl XOTUTE
nepemecTtuTtb 3710 npaswuno. LWenkHnuTe kHonky Move
(MepemecTnUTb) ANS NepemMelLeHVs NpaBuna Ha ykas3aHHbIN
Homep. Mopsaok cnegoBaHus NpaBun SBASETCA BaXHbIM, TakK
KaK OHV MPVUMEHSAI0TCA B nopsiake HyMepauum.

Back (Hasapn)

LLlenkHnTte Back (Ha3aa) ans BosBpara k npeApiayLLieMy 3KpaHy.

Apply (MpymeHUTb)

LenkHnTte Apply (MpUMeHNUTL) Ans cCOXpaHEHUs1 UBMEHEHWIA B
HacTponkax Mogem.

Cancel (OTmeHa)

LLlenkHnTe Cancel (OTmeHa), 4TOObI HaYaTb 3aHOBO HACTPOIKY B
TEKYLLEM OKHE.

HJ'ISI CO3JaHHs HOBOI'O IIpaBUJIa BBIIIOJTHUTE CICAYIOINE NHCTPYKIUHU.
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Step 1.

Step 2.

B oxne Rule Summary (CBoaka npaBuii), BBEJUTE HOMEp, Ky/1a BbI
XOTHUTE IOMECTUTh NpaBuiio. Hanpumep, npu BBoze "6", Baiie HoBoe
npaBuIIo OyzIeT pacroaraTbCs 1o HOMepoM 6, a npe/playLee IPaBuilo,
KOTOpO€ UMeJI0 HoMep 6 (€CIIU TaKoe CYILECTBYET), CTAHET MO HOMEPOM 7.

Hlenxuute no xkHonke Insert (BetaBuTh) U1 0TOOpaskeHHS CIICAYIOIIETO
OKHa 1 00paTuTech K Tabiuie 3a HPOpMaIHel 0 Ha3HAUCHUH TTOJICH.

42



Kpatkoe pykoBoactso P-662HW EE

Firewall - Ediit Hule T

F activn
Action for Matched Packets: © Block 5 Forward

Source Addvess:

Addeess Troe [Any Address 7]
statiPagaress D000 Add 3> Gid
End IP Adress l— Edi<c

SubnetMask  [booo o[t

Destination Address:

Addrese Type Arvy Address "'I

St IP Addniss I A ¥3 Ay
End IF Address I I s €&

Subret Mack i { Dalate I

Sendcn:
Fergilabile Burdces, Seleched Services

AT WAL TR 5130 - AmALDE)
AUTHITCR) :I Add 23 AmATCE)
BOFTCR 7

BOGTE_CLENTLDR 68 -
BOGTE_SERVERILDPET =l

forallable Seripes

Fource Addess List

Distrnabion Addnss List

Schedule:
Dy b Appay
F Ewarpay
F Bun F Mon F Tee F Wed F Thy F Fri F Bat
Tirredt &F Chary 36 Apnily © {34- Hour Foamialh
F mnday

Shlll: llul.lll: mirule  End l_ o l_ rririube

Luog:
r Lo Packe! Detail Inforrmalicn,

Alant:
I Serd Alert Mezaage by Administraior Yenhen Mabched.

Buck| Apply | Concel | Detets

Puc. 24 Co3paHue/PegakTupoBaHue npaBuiia MeXxceTeBoro 3KkpaHa
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B HpI/IBOIIPIMOﬁ HHXKC Ta6JII/IIIe JTAeTCsl OTMICAHKE TTOJICH TaHHOTO OKHA.

Ta6n. 8 MexceTeBoW akpaH: PeaaktupoBaHue npaBuna

NOJNE

ONMNCAHUE

Active (AKTUBHO)

MocTaBbTe d,’)ﬂa)KOK ANA aKTUBUPOBaHUA 3TOro npasuna.

Action for Matched
Packet (denctaue npu
COBMafeHnn CBOWNCTB
nakeTta)

MocTtaBbTe NepekntovaTens, YTobbl BbibpaTh AeicTBrE:
oTbpocutb Block (BnokupoBaTb) nnu paspeLlntb
nepecbinky Forward (Mepecnatb) nakeToB, cBOWCTBa
KOTOpPbIX COBMaAatoT C ykasaHHbIMU B NpaBune.

Source/Destination Address (Aapec Vctounnka/HasHaveHus)

Address Type (Tun
agpeca)

Mone onpepenset, NpUMEHsETCS N NPaBUMO K NakeTam,
OTHOCSALLMMCS K onpeaeneHHomy (oguHovHomy) IP-agpecy,
anana3soHy IP-agpecos (Hanpumep, ¢ 192.168.1.10 no
192.169.1.50), nogcetv unu niobomy IP-agpecy. Beibepute
CBOWICTBO M3 BbiNaatoLLero cnucka aToro noss, KoTophbin
BkntoyaeT: Single Address (OguHouHbIN agpec), Range
Address (FpynnoBow agpec), Subnet Address ( Aapec
noaceTtn), n Any Address (ITro6om agpec).

Start IP Address
(HavanbHbi IP-agpec)

BBegute oanHouHbIn IP-agpec unu HavanbHbIN agpec
aunanasoHa IP-agpecos.

End IP Address
(KoHeuHbIn IP-agpec)

BBeguTte koHeuHbIN agpec ananasoHa IP-agpecos.

Subnet Mask (Macka
noacetu)

Beegute MacKy noaceTtu, ecinim oHa nmeeTcA.

Add (Job6asuTb)

LLlenkHuTe no kHonke Add (Jo6aBuTb), 4TOOLI 4O6aBUTL
HOBbIN agpec B agpecHoe none UcTouHuka nnm
HasHaueHus. Bbl MoxeTe 106aBUTL HECKOMBKO aapecoB,
[mnanasoHOB afpecoB, U/unu noaceTen.

Edit (PegakTupoBaTb)

[ns pegakTMpoBaHusi agpeca UCTOYHMKA UMW HAa3HaYeHus!,
BblAenuTe ero B rnorse 1 WwenkHuTe no kHornke Edit
(PepakTupoBarth).

Delete (Yoanutb)

[nsa yoaneHus agpeca Bblgenute CyLLecTBYOLWNA agpec
WCTOYHMKA UMW Ha3HaYeHns B agpecHoM none Source
(UcTouHuk) nnu Destination (HazHauyeHue) 1 wenkHuTe No
kHonke Delete (Yoanuts).

Services (Cnyx6bl)
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Ta6n. 8 MexxceTteBoM 3KkpaH: PegaktupoBaHue npaBuna

NONE

ONMUCAHUE

Available/ Selected
Services
(JocTynHble/BbIOpPaHHbIE
Cnyx06bl)

Cwm TexHuyeckoe pykogoOcmeo Ans nonyyYeHnst nHopmaum
no JOCTyMHbIM cnyxbam. Beigenute cnyx0by B none
Available Services (JocTynHble cnyx6bl) crieBa, 3atem
wenkHuTe no kHonke Add (Jo6aBuTb)>>, 4To6bI O6aBUTL
ee B norne Selected Services (BbiGpaHHble cnyX0Obi)
cnpasa. Ans ynaneHnus cnyx6ebl, BolaenvTe ee B nosne
Selected Services (BbiGpaHHble cnyX6bl) cnpaBa, 3aTem
LernkHuTe no kHonke Remove (Yoanutb).

Available Service
(OoctynHas cnyx6a)

LLlenkHuTe no cceinke Available Services (JocTynHbie

cnyx6bl), YTOObl OTKPBITL OKHO AN KOHUrypMpoBaHus
3aKasHon cryx0bbl, KOTOPOW HET B NpeaiaraeMoM Crnvcke
cnyx6.

Schedule (PacnucaHue)

Day to Apply (OeHb
BbIMOJTHEHUS)

MocTaBbTe hnaxok B okoLuke everyday (kaxabli AeHb) nin
BblOEpUTE KOHKPETHbIe AHN Hedenu ANns NPUMEHeEHNs
npasuna.

Time of Day to Apply
(24-Hour Format)
(Bpemsi BbINONHEHUs
(24-yacoBon copmar))

MoctaBbTe dnaxok B okoLuke All Day (KpyrnocyTo4Ho) unu
BblbepuTe Ha4yanbHOE U KOHEYHOE BPEMS B chopmaTe Yachl-
MWHYTbI Anst IPUMEHEHNS NpaBuna.

Log (>KypHan)

Log Packet Detail
Information
(PeructpupoBatb
noapo6Hyto
MHOPMaLMIo 0 NakeTe)

370 none onpeaenseT, CO3[AETCS N XKypHan pernctpaumm
nakeToB, CBOVCTBA KOTOPbIX COOTBETCTBYIOT npasuny: Enable
(BkntounTtb) unu Disable (BbikntounTb). Ytobel Mogem
3anucbiBan XypHanbl peructpauuv, nepeianTe Ha CTpaHuLy
Log Settings (HacTpoiiku xxypHana) v BbiGepuTe kaTeropuio
XypHanoB Access Control (KoHTponb gocTtyna).

Alert (N3Beluerne)

Send Alert Message to
Administrator When
Matched (Mocnatb
n3BeLleHve
agMUHUCTpaTopy ceTn
npw HacTynnexHnm
cobbITns)

MocTaBbTe chnaXok B 3TOM OKoLke, 4To6bl Moaem
reHepvpoBan U3BeLLeHUsi B cryyae cobbiTui,
COOTBETCTBYIOLLMX NPaBuIy.
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Tabn. 8 MexxceTeBon 3kpaH: PegaktupoBaHue npaBuna

NONE OMNUCAHUE
Back (Hasag) LLlenkHnTe Back (Hasag) ans Bo3Bpara k npeapigyLuemy
KpaHy.
Apply (MpumennTs) LenkHute Apply (MpumMeHUTb) ANst coOXxpaHeHusi caenaHHbIX

HaCTpOeK 1 BbIXxo4a N3 3TOro OKHa.

Cancel (OTmeHa) LLlenkHnTte Cancel (OTmeHa) Ans BbIXoAa M3 3TOro okHa 6es
COXPaHEHUsI HACTPOEK.

Delete (Yoanutb) LLlenkHuTe Delete (YaanuTb) Ans yganeHust 3Toro npasuna u
Bo3Bpara k okHy Firewall Rule Summary (CBoagka npaBun
MeXceTeBOro 3KpaHa).

7/ YcTpaHeHue HencnpaBHOCTEN

Tabn. 9 YcTpaHeHue HeucnpaBHOCTeN

NMPOBJIEMA CMNOCOBbl YCTPAHEHUA
Mpu BKNtoYeHUN | Y6eautecs, 4To paBboToCNoCOGHbIN CeTEBON adanTep NOAKMHOYEH K
Moaem He Mogem, a Takke K COOTBETCTBYHOLLIEMY NCTOUHMKY SNEKTPONUTAHMS.
rOpUT HU OAWH MpoBepbTe Bce KaGenbHble COeaUHEHNS.
cBeToamoa.
Ecnun ceeToanoab! Bee eLle He ropsT, BO3MOXHO, CyLlecTsyeT
annapaTtHasi HemcnpaBHOCTb. B aToM criydae Bam criegyet
CBSI3aTbCS C BalLMM MOCTaBLUMKOM.
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Tabn. 9 YcTpaHeHne HeucnpaBHOCTEN

NPOBJIEMA

CNoCcobbl YCTPAHEHUA

HeT poctyna Kk
Mogem u3 J1BC.

MpoBepbTe kabenbHoe coeanHeHne Mexay Mogem 1 KoOMMNbITEPOM
1nmn koHueHTpaTopom. CMm pasgen Pasbemsl Ha 3adHel naHenu ans
nony4yeHns NogpobHoM nHbopmaumm.

MpoTectnpynte Moaem ¢ ceTeBOro KOMnboTEPa C MOMOLLBIO
komaHgbl "ping". Y6egutech, uto agantep Ethernet ycraHoBneH B
3TOT KOMMbIOTEP Y NPaBUITbHO (PYHKLMOHMPYET.

Hw oguH
KOMMbOTEP
noKanbHol cetn
He OTBeYaeT Ha
KomaHay "ping".

Ecnu Bce ceTeBble CBETOANOAbI HE FOPSIT, MPoBEpbTe KabenbHble
coegunHeHna mexay Mopgem u ceTeBbIMU KOMMNbOTEPaAMMU.

MpoBepbTe, yTo IP-agpec, macka noacetn Mogaem u ceTeBbiX
KOMMbIOTEPOB HAXoAATCA B OAHOM AnanasoHe |P-agpecos.

Hwn oguH
KOMMblOTEP
becnpoBogHomn
ceTn He
oTBeYaeT Ha
KomaHay "ping".

Y6eauntech, uto ceetoamos WLAN ropur.

Y6enuTech, YTO pagnokapTa 6ecnpoBOAHOrO KMEHTa NpaBuIibHO
YHKLMOHMPYET.

MpoBepbTe, 4To Mopem 1 6ecnpoBofHON KNUEHT(bI) UCMONbL3YHOT
oauHakoBble ESSID, kanan u kntoun WEP (ecnu wep-kogmpoBaHue
BKITHOYEHO).

He BO3MOXHO
nonyuuntb IP-
appec B
rno6anbHow
cetu ot
MHTepHeT-
nposangepa.

IP-appec B rmobanbHol ceTu NpegocTaBnsieTcs nocne Toro, kak
MHTepHeT-npoBangep nposeput MAC-agpec, umsi xocta unu
naeHTudukaTop nonb3oBaTens. Y3HanTte cnocob npoBepku,
ncnonb3yemsbli Bawmm VIHTepHeT-npoBangepoMm, 1 3anonHnTe
COOTBETCTBYHOLLME NOSS.

Ecnu NHTepHeT-npoBangep noarsepxaaeT naeHTudukatop
nonb3oBaTens, NpoBepbTe TUMN CNyx0bl, UMA NoNb3oBaTens, n
naponb B okHe WAN Setup (HacTtpoitika WAN).

Het poctyna B
MHTepHerT.

MpoBepbTe HACTPOWKKN NoAKMtoYeHUs kK MHTepHeTy B okHe WAN
Setup (Hactponka WAN).

Y6eauTech, 4TO Bbl BBENW NPaBUIIbHOE UMSI MONb30BaTENs U
naporb.

[ina 6ecnpoBOAHbIX KNMMEHTOB, NpoBepbTe, 4To Mogem u
6ecnpoBoaHON KNMEHT(bl) Mcnonb3yoT oguHakosble ESSID, kaHan
n knoum WEP (ecnu wep-koanpoBaHune BKIHOYEHO).
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